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Abstract. We propose a new approximate homomorphic encryption
scheme to process small batches of complex numbers. Leveled opera-
tions are based on a new shaped rounding, whose error is a multiple of a
fixed public ring element g, small on the data slots and larger on the oth-
ers. The unused slots form a guard band that is computed on but never
decoded, and the polynomial scaling factor g−1∆ generalizes the CKKS
scaling factor, with g = 1 recovering CKKS. Guard-domain bounds de-
termine the scaling factor needed for stability, while a norm bound limits
the precision gain for a given guard amplification. A replicated layout
uses a unit from a small cyclotomic subring to preserve shaping under ad-
missible rotations and traces. We give a native bootstrapping algorithm
whose forward transform reads only data slots, and conversions to and
from CKKS with shared keys. Security reduces to Ring-LWE with the
same parameters as CKKS. In poulpy, at ring degree 215 and parameters
targeting 128-bit security, bootstrapping a ciphertext holding 16 or 64
values restores 21 levels and retains about 22.8 bits of minimum preci-
sion after 21 sequential products by fresh operands, while sparse CKKS
supports only four levels at that degree and comparable precision. For
these batch sizes, bootstrapping to restore 16 levels is about 3.6 times
faster on one thread than sparse CKKS, which requires ring degree 216.

Keywords: Approximate Homomorphic Encryption · Bootstrapping ·
Ring-LWE
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1 Introduction

Fully Homomorphic Encryption (FHE), introduced by Gentry in 2009 [Gen09],
allows arbitrary computations on encrypted data without access to the secret
key. The main schemes fall into three families. BFV [Bra12,FV12], its gener-
alization GBFV [GV25], and BGV [BGV12] support exact arithmetic on large
batches of integers modulo a plaintext modulus or elements of finite fields. They
use single-instruction multiple-data (SIMD) packing to apply the same oper-
ation to many values in one ciphertext, amortizing its cost over the batch.
FHEW/TFHE [DM15,CGGI20] operates on individual bits or small integers,
using functional bootstrapping to combine function evaluation with noise con-
trol. CKKS [CKKS17] supports SIMD approximate arithmetic on large batches
of real or complex numbers, and recent work also enables efficient computation
on integers through dedicated functional bootstrapping [BKSS24,AKP25].

Suppose, however, that a computation involves only a small batch of real
numbers or complex numbers. TFHE offers a natural starting point for pro-
cessing a few values, but its native operations act on bits or small integers,
practically up to 4-5 bits. Arithmetic on real or complex numbers must be
implemented through a discrete representation, for example by decomposing
fixed-point values into small digits. This involves several bootstrapping and is
expensive (e.g. [TBC+25]).

CKKS provides the required arithmetic, but most of its packing capacity
is then unnecessary. The ring dimension is constrained by security and by the
ciphertext modulus required for the computation and the desired precision, so it
cannot in general be reduced to match the number of values. Using fewer slots
therefore leaves much of the cost of each operation unchanged.

We therefore ask whether we can design a scheme that trades unused slots
for either of the following benefits:

– Greater precision in the useful slots with the same scaling factor.
– A lower scaling factor at the same precision, reducing modulus consumption.

Our Contribution. We propose a new FHE scheme for small batches of real or
complex numbers, based on a new encoding and two new operations: shaped
rescaling and shaped keyswitching. It trades packing capacity for greater preci-
sion with a fixed scaling factor, or a lower scaling factor at a fixed precision,
reducing the modulus consumption. We establish correctness and error bounds
for arithmetic circuits, quantify the limits of this tradeoff, and prove security
under the same Ring-LWE assumption as CKKS for a given set of parameters.
The scheme retains the CKKS ciphertext and key formats and includes ordinary
CKKS as a special case, thus generalizing it.

We give a bootstrapping algorithm for the proposed scheme and conversions
to and from CKKS. Each conversion uses one linear transformation, with both
schemes sharing the secret and evaluation keys. This allows a CKKS computation
to use the proposed scheme for a subcircuit on a small batch and then return
to CKKS, and conversely. Moreover, our scheme is compatible with most CKKS
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optimizations, e.g. conjugate-invariant encoding [KS19] or discrete CKKS with
functional bootstrapping [BKSS24,AKP25].

At ring degree 215 and scaling factor 220, a tested chain of 16 multiplications
by fresh encrypted operands retains 44.7 bits of precision, compared with 5.1
bits for CKKS with the same scaling factor.

We compare our bootstrapping with sparse CKKS [CHK+18] in the poulpy
library [BDM+26] over batches of 16 to 1024 values and 1 to 21 multiplication
levels available after bootstrapping. For batches of 16 and 64 values with param-
eters targeting 128-bit security and similar precision, our bootstrapping restores
21 levels of 20 bits each at ring degree 215, while the baseline restores only four
36-bit levels at that degree. In our main measurements, the bootstrapped cipher-
texts keep 22.8 bits of minimum precision after 21 products by fresh operands,
and none of 200 additional bootstrapping runs over five key sets falls below 21.8
bits. When both bootstrapping algorithms are configured to restore 16 levels, our
scheme uses degree 215 while the baseline requires degree 216. Our bootstrapping
is then respectively 3.60 and 3.56 times faster on one thread, and 2.39 and 2.82
times faster using all 18 cores of a MacBook equipped with an Apple M5 Pro.

We also compare with PaCo [CS25] under the same evaluation protocol, at
comparable precision. PaCo matches our all-core latency for 16 values and up to
four subsequent levels, and is 1.3 to 1.5 times slower on one thread. It restores
only four to six levels at ring degree 215, its cost grows linearly beyond 64 values,
and it relies on a structured-secret assumption.

Related Work. Sparse packing in CKKS [CHK+18] repeats a short vector
across the slots to reduce the cost of bootstrapping transformations, which
Zheng [Zhe26] further improves by exploiting the repetition pattern. SPRU,
by Coron and Köstler [CK25], and PaCo, by Coron and Seuré [CS25], reduce
bootstrapping latency by evaluating the decryption equation through complex
roots of unity. These approaches retain ordinary CKKS encoding and opera-
tions, whereas our construction reduces the error introduced on useful slots by
the leveled operations themselves.

Guimarães et al. [GPvL23,GP25] and BatchBoot [LWZ+26] extend boot-
strapping for individual encrypted integers to batches, with BatchBoot adapting
its packing to the batch size. Their batching amortizes discrete operations and
does not provide native leveled arithmetic on real or complex values.

GBFV [GV25], extending the polynomial plaintext moduli of Chen et
al. [CLPX18], provides a precedent for trading packing capacity for lower noise
growth. Its construction changes the finite plaintext ring by replacing the inte-
ger plaintext modulus with a polynomial. CKKS instead recovers approximate
values from the canonical embedding, without reduction modulo a plaintext
ideal, so this substitution does not apply. Replacing the scaling factor used
for encoding by a polynomial is not sufficient either, since rescaling must still
produce ciphertexts with integer coefficients and controlled errors on the useful
slots.

Peikert, Zarchy and Zyskind [PZZ26] represent exact plaintexts modulo a
large integer as digit polynomials. Error rates and growth scale with a root of
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the plaintext modulus whose order is the number of digits, at the cost of larger
ciphertexts. Our construction targets approximate arithmetic instead, and trades
packing capacity rather than ciphertext size for precision, keeping the CKKS
ciphertext and key formats.

Technical Overview. The useful freedom is that only the data slots need preci-
sion. The remaining slots, which we call guard slots, only need to stay bounded
throughout the computation to ensure correct decryption. Figure 1 shows how
these roles are arranged in our replicated layout. One class out of every R slots
carries data, and a batch of k values repeats every kR slots. We choose a public
polynomial g whose slot magnitudes repeat every R slots, with a small value
on the data class and larger values allowed on the guard classes. Multiplying
rounding errors by g then gives the same precision guarantee to every copy of a
data value, while the guard classes absorb the larger errors.

One batch Repeated

z0 ∗ ∗ ∗ z1 ∗ ∗ ∗ z0 ∗ ∗ ∗ z1 ∗ ∗ ∗

Data: small error Guard: larger error allowed

Fig. 1. A replicated batch with k = 2 and R = 4. Shaping suppresses error on the data
slots and allows larger error on the intervening guard slots (∗), whose values need only
stay bounded. Copies of the same intended data may have different errors.

The difficulty is to do this while keeping integer ciphertext coefficients. For a
component a ∈ R = Z[X]/(XN+1), with N a power of two, we replace rounding
after division by an integer r with

h = [(g−1 mod r)a]r, Roundg,r(a) =
a− gh

r
,

where brackets denote centered coefficientwise reduction and g is invertible mod-
ulo r. The congruence gh ≡ a (mod r) makes the quotient integral, while its error
−gh/r has the desired factor g, and h/r has coefficients bounded by 1/2. We
apply this rule to rescaling, keyswitching and encoding, and sample encryption
errors as ge. Writing a phase as µ = ∆m+ ge then gives g−1µ = (g−1∆)m+ e,
which explains the polynomial scaling factor g−1∆.

We obtain the repeated profile by choosing g in the subring generated by
XN/(2R). Rotations by multiples of R slots then fix g, so rotating the data
preserves its error suppression. We use units, whose inverses also have integer
coefficients, to allow every rescaling factor. Their slot magnitudes have product
one, which limits the data precision gain for a given guard amplification.

The amplified guard errors must remain small enough to prevent wrap-around
modulo the ciphertext modulus. For instance, squaring sends a guard bound b
to b2+ c, where c bounds the injected error, so a bound of 1/2 is preserved when
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c ≤ 1/4. We choose g and the scaling factor jointly to meet the data precision
and guard stability requirements, propagating guard bounds through the circuit
and resetting the guards when necessary.

Bootstrapping must gather the useful values without importing the larger
guard errors. We introduce fiber-aware linear transforms to exploit a trace onto
the subring of slot period k, so each needs only k diagonals when R | k, with
smaller batches padded to R values. The forward map is designed to recover the
transformed data after this projection, using only data slots, while the reverse
map writes back to the data class with zero on the guards. We control the
errors from quantizing and evaluating these maps with a larger intermediate
scaling factor, and use shaped arithmetic for the modular-reduction step. The
output restores both data precision and bounded guards, while the same layout
transformations also provide conversions to and from CKKS.

2 Preliminaries

2.1 Notation and Cyclotomic Rings

For an integer q ≥ 2, we write Zq = Z/qZ and denote by [a]q the representative
of a modulo q in [−q/2, q/2). For x ∈ R, we write ⌊x⌉ for rounding to the
nearest integer, with ties rounded upward. Both operations apply coefficientwise
to polynomials. For z ∈ C, we denote its complex conjugate by z, and extend
this notation componentwise to vectors. For a vector v = (vi)i, we write ∥v∥∞ =
maxi |vi|. We identify a polynomial with its coefficient vector when applying this
norm. All logarithms are in base two.

Ring and Slots. Let N ≥ 4 be a power of two, and write R = Z[X]/(XN + 1)
and RR = R[X]/(XN +1). We represent elements of these rings by polynomials
of degree less than N , with integer and real coefficients respectively, and reduce
products modulo XN +1. We also write Rq = R/qR for the corresponding ring
with coefficients in Zq.

The slots of a ∈ RR are its evaluations at one root from each complex conju-
gate pair of roots of XN + 1. We use the usual CKKS ordering, with ζ = eiπ/N

and slot t ∈ ZN/2 given by σt(a) = a(ζ5
t

). Since a has real coefficients, its evalua-
tions at the remaining roots are the complex conjugates of these slot values. The
canonical embedding σ : RR → CN/2 maps a to its slot vector z = (σt(a))t∈ZN/2

.
It is a bijection that takes polynomial addition and multiplication to componen-
twise addition and multiplication, so every slot vector z ∈ CN/2 corresponds to
a unique polynomial σ−1(z) ∈ RR.

We write ∥a∥can = ∥σ(a)∥∞ for the largest absolute slot value, called the

canonical norm. For a =
∑︁N−1

i=0 aiX
i, the inverse evaluation formula ai =

N−1
∑︁N−1

j=0 a(ζ2j+1)ζ−i(2j+1) gives ∥a∥∞ ≤ ∥a∥can by the triangle inequality,
so a bound on all slot values also bounds all coefficients.
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Automorphisms, Subrings and Traces. For an odd integer u taken modulo 2N ,
the substitution τu : a(X) ↦→ a(Xu) mod (XN +1) is an automorphism of R and
RR. In the slot ordering above, τ5j rotates the slots by j, while τ−1 conjugates
each slot, since σt(τ5j (a)) = σt+j(a) and σt(τ−1(a)) = σt(a). Slot indices are
taken modulo N/2. Every odd residue modulo 2N is of the form ±5j , so each of
these automorphisms is a rotation, possibly followed by conjugation.

Let K = Q[X]/(XN + 1) be the field containing R. For a divisor d ≤ N/2
of N , the subfield Kd = Q(Xd) consists of the polynomials whose nonzero coef-
ficients occur only at multiples of d. It has degree N/d over Q, and its integer
elements form the subring Z[Xd] ⊆ R. Writing n = N/(2d), the automorphisms
that fix Xd are τ5ni for 0 ≤ i < d, and the trace from K to Kd is their sum,
TrK/Kd

(a) =
∑︁d−1

i=0 τ5ni(a). On slots, the normalized trace therefore averages
the d values whose indices agree modulo n, so

σt(d
−1 TrK/Kd

(a)) = d−1
d−1∑︂
i=0

σt+ni(a).

On coefficients, the normalized trace simply discards the terms whose expo-

nents are not divisible by d, giving d−1 TrK/Kd
(a) =

∑︁N/d−1
j=0 adjX

dj . Indeed,

the automorphisms fixing Xd are the τu with u = 1 + 2Nm/d for 0 ≤ m < d,
and such a τu sends Xℓ to Xℓωmℓ, where ω = X2N/d satisfies ωd = 1. The sum∑︁d−1

m=0 ω
mℓ equals d when d divides ℓ, and vanishes otherwise, since 1 − ωℓ is

then invertible in K and annihilates it. Thus the normalized trace is a projection
onto Kd that also preserves integer coefficients. The same formulas hold in RR,
where the normalized trace projects onto the real span R[Xd] of the powers of
Xd. In particular, a ∈ RR belongs to R[Xd] if and only if its slot vector has
period n, meaning σt+n(a) = σt(a) for every t. One direction follows because
the rotations in the trace fix R[Xd], and the other because averaging a vector of
period n leaves it unchanged, so that a equals its normalized trace.

Invertibility and Units. Invertibility in Rq can be characterized by an integer
associated with each polynomial, its algebraic norm. For a ∈ R, it is defined as
the product of its evaluations at all roots of XN + 1, given by

Norm(a) =
N−1∏︂
j=0

a(ζ2j+1) =

N/2−1∏︂
t=0

|σt(a)|2.

For nonzero a, this product is a positive integer, as the determinant interpreta-
tion below shows.

Lemma 1 (Invertibility modulo an integer). For every integer q ≥ 2, an
element a ∈ R is invertible in Rq if and only if gcd(Norm(a), q) = 1.

Proof. Multiplication by a is represented in the coefficient basis 1, X, . . . ,XN−1

by an integer matrix whose determinant is Norm(a), since evaluation at the
roots diagonalizes this map. Modulo q, this matrix is invertible if and only if its
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determinant is coprime to q. If a is invertible in Rq, multiplication by its inverse
gives the inverse matrix. Conversely, an inverse matrix gives a solution b ∈ Rq

to ab = 1 by applying it to the coefficient vector of 1. ⊓⊔

A unit is an element a ∈ R whose multiplicative inverse also belongs to R,
so it is invertible modulo every integer q ≥ 2. The same determinant argument
shows that a is a unit exactly when Norm(a) = 1, because an integer matrix
has an integer inverse if and only if its determinant is ±1, and the algebraic
norm here is nonnegative. In particular, the slot magnitudes of a unit satisfy∏︁N/2−1

t=0 |σt(a)| = 1.
For a power-of-two modulus q = 2b with b ≥ 1, invertibility has the simpler

criterion that a(1) be odd. Indeed, over Z2 we have XN + 1 = (X + 1)N , so a
is invertible modulo 2 exactly when a(1) ̸= 0 mod 2. By Lemma 1, invertibility
modulo 2 is equivalent to an odd norm, which is also the condition for invertibility
modulo 2b.

2.2 Ring-LWE Encryption

Fix an integer modulus q ≥ 2, a secret-key distribution χsk on R, and an error
distribution χe on R with small coefficients. The secret key s is sampled from
χsk, and a ciphertext is a pair c = (c0, c1) ∈ R2

q. The private-key encryption and
decryption primitives are defined as follows.

– Encq(s,m), for m ∈ R, samples a uniformly in Rq and an independent error
e from χe, then returns c = (−as+m+ e, a) mod q.

– Decq(s, c) returns the phase µ = [c0 + c1s]q ∈ R.

For c = Encq(s,m), decryption gives µ = [m+ e]q. If ∥m + e∥∞ < q/2,
centered reduction leaves the polynomial unchanged and µ = m + e in R. The
stronger condition ∥m+ e∥can < q/2 is also sufficient, since the canonical norm
bounds every coefficient.

2.3 Homomorphic Encryption

CKKS [CKKS17] uses Ring-LWE encryption for approximate arithmetic on com-
plex vectors. A vector z ∈ CN/2 is encoded as m =

⌊︁
∆σ−1(z)

⌉︁
for a scaling

factor ∆ > 0, then encrypted with the primitive above. Decoding a phase µ
gives σ(µ)/∆, so encoding and encryption errors contribute to the approxima-
tion error. The scaling factor controls their size relative to the message, while
the modulus must be large enough to avoid wrap-around.

GBFV [GV25] instead supports exact arithmetic in a plaintext ring R/tR,
where t = t(X) is a nonzero element of R. A constant t recovers the plaintext
ring of BFV [Bra12,FV12]. Suitable choices of t allow fewer plaintext slots with
larger per-slot moduli, while keeping the coefficients of t small to limit noise
growth. Thus, noise growth is governed by the coefficient size of the polynomial
plaintext modulus t, rather than by the modulus of an individual slot.
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In CKKS, addition with equal scaling factors is componentwise, while multi-
plication first forms the tensor (c0c

′
0, c0c

′
1+c1c

′
0, c1c

′
1), whose phase with respect

to (1, s, s2) is the product of the input phases modulo q. The product also mul-
tiplies the scaling factors, so a rescaling by an integer factor r | q rounds both
ciphertext components after division by r, reducing the modulus to q/r and di-
viding the scaling factor by r [CKKS17]. Relinearization replaces the component
under s2 by two components under s, using keyswitching. Similarly, applying an
automorphism τu to both components changes the secret to τu(s), and keyswitch-
ing restores s [GHS12a].

Keyswitching from s′ to s decomposes c1 =
∑︁

i c1,iBi mod q into small digit
polynomials c1,i with integer weights Bi. It uses public keys ki = Encpq(s, pBis

′),
where p ≥ 2 is an auxiliary integer [BV11,GHS12b]. It returns

(c0, 0) +

⌊︄
1

p

∑︂
i

c1,iki

⌉︄
mod q.

The encrypted terms replace c1s
′ under the new secret, while division by p

reduces their accumulated error and introduces a coefficientwise rounding error.
For relinearization, the same procedure is applied to the tensor’s last component
with s′ = s2.

3 The Proposed Scheme

We define the scheme for a public polynomial g ∈ R and a set of data slots,
with the remaining slots serving as guards. The role of g is to control the error
introduced in each slot without changing the integer ciphertext representation.
We first define shaped rounding and the layouts, then encoding, encryption, and
the homomorphic operations.

3.1 Shaped Rounding

For a ciphertext component a ∈ R and an integer divisor r ≥ 2, ordinary
coefficientwise rounding gives ⌊a/r⌉ = (a − [a]r)/r. We replace the centered
remainder [a]r by gh, where g ∈ R is a fixed public polynomial chosen small on
the data slots, and h has bounded coefficients. The condition gh ≡ a (mod r)
ensures that the result still has integer coefficients, while the factor g controls
the error in each slot.

Definition 1 (Shaped rounding). Let r ≥ 2 be an integer and g ∈ R be
invertible in Rr. For a ∈ R, define

h =
[︁
(g−1 mod r)a

]︁
r
, Roundg,r(a) =

a− gh

r
.
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Lemma 2. The polynomial Roundg,r(a) belongs to R, and its error relative to
a/r satisfies

Roundg,r(a)−
a

r
= −g

h

r
,

⃦⃦⃦⃦
h

r

⃦⃦⃦⃦
∞

≤ 1

2
.

In particular, for every slot t,

σt

(︂
Roundg,r(a)−

a

r

)︂
= −σt(g)σt(h/r).

For g = 1, shaped rounding is ordinary coefficientwise rounding.

Proof. Since gh ≡ a (mod r), every coefficient of a − gh is divisible by r. The
error identity follows from the definition, and the coefficient bound follows be-
cause h is centered modulo r. Applying the multiplicative map σt gives the slot
identity. For g = 1, we have h = [a]r, which gives the usual rounding with the
tie convention fixed above. ⊓⊔

By Lemma 1, the required invertibility is equivalent to gcd(Norm(g), r) = 1.
A unit g satisfies this condition for every integer factor r, so the same shaping
polynomial can be used throughout the computation.

3.2 Layouts

A layout specifies a public shaping polynomial g ∈ R, a set of data slots S ⊆
ZN/2, and a surjective map ι : S → {0, . . . , k − 1} identifying the value carried
by each data slot. Several slots may carry copies of the same value, and the slots
outside S are guards. We require g to be invertible modulo every ciphertext and
evaluation-key modulus, and modulo the auxiliary encoding factor introduced
below. This also ensures invertibility modulo every factor used for rescaling or
keyswitching.

We call τu admissible for the layout if its slot permutation maps S onto itself,
ensuring that no guard value is moved into a data slot.

The replicated layout places one data slot in every block of R slots and
repeats the batch throughout the ring. A unit in a smaller ring gives the shaping
polynomial the same value on every data slot.

Definition 2 (Replicated layout). Let k and R ≥ 2 be powers of two with
kR ≤ N/2, and put d = N/(2kR) and Y = XN/(2R) = Xkd. The data set and
message indexing are

S = {t ∈ ZN/2 : t ≡ 0 (mod R)}, ι(t) = (t/R) mod k.

The shaping polynomial is g = U(Y ), where U is a unit of Z[Y ]/(Y 2R + 1).

Each of the k message values has d copies, and each copy occupies one data
slot followed by R− 1 guards, as in Figure 1. Since U is a unit, g is a unit of R
and meets the invertibility requirements for every modulus. We choose U with
a small magnitude on the data class and controlled magnitudes on the guard
classes.
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Proposition 1 (Replicated layout properties). For the layout of Defini-
tion 2, let ω = eiπ/(2R).

1. The value σt(g) = U(ω5t) depends only on t mod R and equals U(ω) on
every data slot.

2. The admissible automorphisms are exactly τ±5j with R | j. The rotation τ5j
fixes g and sends the value at data index ι(t) + j/R to index ι(t), with in-
dices taken modulo k. Conjugation preserves the data set and all magnitudes
|σt(g)|, though it need not fix g.

3. For z ∈ Ck, the slot vector with value zι(t) on S and zero on the guards

has period kR. Its inverse embedding lies in R[Xd] ⊆ RR, the real coefficient
subring generated by Xd.

4. The trace onto Kd is TrK/Kd
=

∑︁d−1
i=0 τ5kRi . Every summand is admissible

and fixes g, so the normalized trace fixes g and, on data slots, averages the
d copies of the same message coordinate without mixing in guards.

Proof. Evaluating Y at slot t gives σt(Y ) = ω5t . Since 5 has order R modulo
4R, this depends only on t mod R and equals ω on S. For R | j, we have 5j ≡ 1
(mod 4R), so τ5j (Y ) = Y and the rotation fixes g. A rotation by j preserves
S exactly when R | j, and then ι(t + j) = ι(t) + j/R mod k. Conjugation fixes
every slot index and sends σt(g) to its complex conjugate.

The intended slot values repeat every kR = N/(2d) slots, including the zero
guards. The projection formula from the preliminaries therefore leaves their in-
verse embedding unchanged and shows that only powers divisible by d occur.
Finally, the trace formula follows from the same subring description. Its rota-
tions are by multiples of kR, hence by multiples of R, and for t ∈ S we have
ι(t+ kRi) = ι(t). Each summand fixes g, and dividing their sum by d gives the
normalized trace. ⊓⊔

3.3 Encoding and Encryption

For a message z ∈ Ck, let ˜︁z ∈ CN/2 have entries ˜︁zt = zι(t) on S and zero
elsewhere, and put m = σ−1(˜︁z). Encoding must also use shaped rounding, since
ordinary coefficientwise rounding of ∆m would introduce an unshaped error on
the data slots before encryption. For a scaling factor ∆ > 0 and an integer
encoding factor r ≥ 2, first quantize with scaling factor r∆, then apply shaped
rounding to divide it by r:

A = ⌊r∆m⌉ , Ecdg∆,r(z) = Roundg,r(A) ∈ R.

The factor r is independent of the ciphertext modulus and controls the residual
error from the initial quantization.

Indeed, writing ν = A− r∆m and h =
[︁
(g−1 mod r)A

]︁
r
, the encoded poly-

nomial satisfies

Ecdg∆,r(z) = ∆m− g
h

r
+

ν

r
, ∥h/r∥∞ ≤ 1

2
, ∥ν/r∥∞ ≤ 1

2r
.
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The first error term is shaped by g, while the unshaped term has canonical
norm at most N/(2r), since each slot is a sum of N coefficients multiplied by
roots of unity. Increasing r makes its contribution to the decoded error, at most
N/(2r∆), as small as needed. The same encoding is used for plaintext operands
in homomorphic operations.

Sample s from χsk as in the preliminaries, and fix one representative tj ∈
ι−1(j) for each message coordinate j. Private-key encryption and decryption
with decoding are defined by the following operations.

– Encgq,∆,r(s, z) samples a uniformly in Rq and e from χe, and returns c =

(−as+ Ecdg∆,r(z) + ge, a) mod q.

– Decgq,∆(s, c) computes µ = [c0 + c1s]q and returns (σtj (µ)/∆)k−1j=0 .

If ∥Ecdg∆,r(z) + ge∥∞ < q/2, the phase of a fresh ciphertext is

µ = ∆m+ g(e− h/r) + ν/r.

Consequently, its error on a data slot t ∈ S is

σt(µ)

∆
− zι(t) =

σt(g)

∆
σt(e− h/r) +

σt(ν)

r∆
.

On a guard slot the right-hand side gives the slot value itself, since the intended
value is zero. Guard values are not returned by decoding, but they must remain
bounded to prevent wrap-around during the computation.

3.4 Homomorphic Operations

The ciphertext arithmetic largely follows the CKKS blueprint, with usual rescal-
ing and keyswitching replaced by their shaped versions. We extend Roundg,r
componentwise to ciphertexts.

Shaped Rescaling. Let c ∈ R2
q have scaling factor ∆, and let r ≥ 2 divide q, with

q/r ≥ 2. Shaped rescaling returns

c′ = Roundg,r(c) mod (q/r)

at modulus q/r and scaling factor ∆/r.
Let µ = [c0 + c1s]q and hi =

[︁
(g−1 mod r)ci

]︁
r
for i ∈ {0, 1}. The phase of

the ciphertext after shaped rescaling is

µ′ = [c′0 + c′1s]q/r =

[︃
µ

r
− g

h0 + h1s

r

]︃
q/r

.

Indeed, using the unreduced components c′i = (ci−ghi)/r and writing c0+c1s =
µ + qI leaves only the multiple (q/r)I to discard modulo q/r. If ∥µ − g(h0 +
h1s)∥∞ < q/2, centered reduction has no effect, and the decoded slot values
satisfy

σt(µ
′)

∆/r
=

σt(µ)

∆
− σt(g)

∆/r
σt

(︃
h0 + h1s

r

)︃
.
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Shaped Keyswitching. To switch from s′ to s, use the decomposition c1 =∑︁
i c1,iBi mod q from the preliminaries and evaluation keys

ki = (−ais+ pBis
′ + εi, ai) mod pq,

where ai is uniform in Rpq and p ≥ 2 is the auxiliary modulus. Ordinary keys
use εi = ei with ei sampled from χe, while shaped keys use εi = gei. Set
D = [

∑︁
i c1,iki]pq and return

c′ = (c0, 0) + Roundg,p(D) mod q.

The ciphertext modulus and scaling factor remain q and ∆.
Let µ = [c0 + c1s

′]q, and write hj =
[︁
(g−1 mod p)Dj

]︁
p
for j ∈ {0, 1}. The

phase of the ciphertext after shaped keyswitching is

µ′ = [c′0 + c′1s]q =

[︄
µ+

1

p

∑︂
i

c1,iεi − g
h0 + h1s

p

]︄
q

.

Indeed, the phase of each key is pBis
′ + εi modulo pq, and shaped division by

p subtracts g(h0 +h1s)/p. The decomposition identity then replaces
∑︁

i c1,iBis
′

by c1s
′ modulo q. Centered reduction has no effect when the polynomial inside

the brackets has coefficient norm less than q/2. The total keyswitching error
consists of the evaluation-key noise contribution p−1

∑︁
i c1,iεi and the rounding

contribution −g(h0 + h1s)/p. The rounding contribution is always shaped, and
shaped evaluation keys also give a factor g in the noise contribution. With or-
dinary keys, the evaluation-key noise contribution must be bounded separately,
as discussed in Section 6.4.

Addition and Multiplication. Ciphertexts at the same modulus and scaling factor
are added componentwise, giving the sum of their phases modulo q without
introducing a new error. To multiply ciphertexts at modulus q and scaling factors
∆ and ∆′, form their tensor product as in the preliminaries, then relinearize by
shaped keyswitching from s2 to s. A shaped rescaling by r | q gives a ciphertext
at modulus q/r and scaling factor ∆∆′/r. The output phase is the product of
the input phases divided by r, plus the keyswitching error divided by r and the
shaped rescaling error, followed by centered reduction modulo q/r.

A plaintext operand a = Ecdg∆a,ra
(w) multiplies both ciphertext compo-

nents, without keyswitching. Following this product by shaped rescaling gives

c′ = Roundg,r(ac) mod (q/r)

with scaling factor ∆∆a/r. The plaintext’s encoding error contributes to the
result, as does the shaped rescaling error.

Automorphisms. An automorphism τu is applied to both ciphertext components,
followed by shaped keyswitching from τu(s) to s, leaving the modulus and scal-
ing factor unchanged. Before keyswitching, the phase is τu(µ) modulo q, so in
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the absence of wrap-around the slot values are rotated and possibly conjugated
as described in the preliminaries. Leveled computations use the admissible au-
tomorphisms defined in Section 3.2.

If τu(g) = g, a shaped error remains shaped because τu(ge) = gτu(e). More
generally, preserving the magnitudes of the shaping profile only requires

|σt(τu(g))| = |σt(g)| for every t.

Conjugation satisfies this condition since σt(τ−1(g)) = σt(g), even if it does not
fix g. Provided neither step wraps around, adding a ciphertext to its homomor-
phic conjugate and interpreting the sum with scaling factor 2∆ gives its real
part, up to half the decoded error introduced by the conjugation’s keyswitching.

Modulus Extension and Reduction. For an integer α ≥ 1, modulus extension
sends c to αc at modulus αq and scaling factor α∆. Its phase is exactly αµ, so
the decoded slot values are unchanged and no error is introduced. Subsequent
keyswitching requires evaluation keys at the enlarged modulus. Modulus reduc-
tion to a divisor q′ ≥ 2 of q instead reduces both components modulo q′ without
changing the scaling factor. Its phase is [µ]q′ , which equals µ when ∥µ∥∞ < q′/2.

3.5 Security Analysis

For fixed parameters, shaping does not weaken the underlying Ring-LWE as-
sumption [LPR10]. Write gχe for the distribution of ge when e is sampled from
χe.

Theorem 1. Let g ∈ R be invertible modulo q. Decisional Ring-LWE with secret
distribution χsk and error distribution gχe is equivalent to decisional Ring-LWE
with the same secret distribution and error distribution χe, at the same ring
dimension and modulus.

Proof. The public map (a, b) ↦→ (ga, gb) sends a Ring-LWE sample (a, as +
e) to (ga, (ga)s + ge). Since multiplication by g is a bijection of Rq, the first
component remains uniform, and a uniform pair is mapped to a uniform pair.
A distinguisher for the shaped samples therefore gives a distinguisher for the
original samples with the same advantage. The inverse map (a, b) ↦→ (g−1a, g−1b)
gives the converse reduction. ⊓⊔

Private-key encryption is therefore IND-CPA secure under this assumption.
The reduction requires g to be invertible at every ciphertext and key mod-
ulus, including pq, as holds for units. Shaped rounding is public and intro-
duces no additional secrecy assumption, while evaluation keys require the usual
circular-security assumption as in CKKS. Shaped evaluation keys need no fur-
ther assumption: multiplying both components of an ordinary key with message
g−1pBis

′ by g gives a shaped key with message pBis
′, since gai is uniform when

ai is. Their security therefore rests on the circular security of ordinary keys whose
messages are multiplied by the public unit g−1. By Theorem 1, concrete security
can therefore be estimated as for CKKS with the same ring degree, modulus,
secret distribution and error distribution χe.
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Releasing Decrypted Results. IND-CPA security does not cover the release of
approximate decryptions, whose errors depend on the secret key and can enable
key recovery [LM21]. Our decoder releases only the data values, and guard slots
must never be included in a released result. Protecting the data values requires
the usual countermeasures, such as noise flooding calibrated to a bound on the
released error and the statistical security target [LMSS22]. We discuss IND-
CPAD security and the effect of shaping on these countermeasures further in
Appendix B.

4 Scheme Analysis

Correctness requires accurate data slots and bounded guards. Although guards
are not decoded, their growth can cause coefficient wrap-around and invalidate
the data-slot computation. Shaping makes the error injected on the data small,
but multiplies the error injected on the guards by up to the largest guard mag-
nitude of g, and the guards then take part in every subsequent operation. We
first derive a sufficient scaling factor from guard stability and determine the data
precision it provides (Section 4.1). We then extend this argument to general cir-
cuits (Section 4.2), derive practical parameters (Section 4.3), and bound what
any shaping polynomial can achieve (Section 4.4).

4.1 Data Error, Guard Error and the Scaling Factor Law

Write x = σ(µ)/∆ for the vector of the slot values of a ciphertext, including
its accumulated error. By Section 3.4, one shaped division by r adds gρr to
the phase, with ρr = −(h0 + h1s)/r and ∥hi/r∥∞ ≤ 1/2. Keyswitching adds
ekskey + gρp, where ekskey = p−1

∑︁
i c1,iεi is the evaluation-key noise contribution

and gρp is the error from its shaped division by p.

Table 1. Slotwise action of homomorphic operations. Both products include shaped
rescaling, and the ciphertext product also includes relinearization.

Operation Output in slot t

Addition with equal scaling factors xt + x′
t

Ciphertext product xtx
′
t + ηt

Plaintext product xt ˜︁wt + ηt
τ5j and shaped keyswitching xt+j + ηt
τ−5j and shaped keyswitching xt+j + ηt
Shaped rescaling xt + ηt
Realification Re(xt) + ηt
Modulus extension or reduction xt
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Lemma 3 (Slotwise action of an operation). Consider an operation in Ta-
ble 1, with input slot values x = σ(µ)/∆ and, when applicable, x′ = σ(µ′)/∆′,
and output scaling factor ∆out. Assume that the unreduced phase expression of
every ciphertext, including intermediate ciphertexts, has coefficient norm less
than half the corresponding modulus. Then its output slot values are those in the
table, where the injected error is

ηt =
σt(g)σt(ρ) + σt(ekey)

∆out
.

Here ρ collects the shaped-rounding remainders, including those from keyswitch-
ing, and ekey collects only the evaluation-key noise contributions, each divided
by any rescaling factors applied after it. For a plaintext operand a, encoded with
scaling factor ∆a, we write ˜︁wt = σt(a)/∆a.

Proof. Each row follows from the phase identities of Section 3.4, divided by the
output scaling factor. For a ciphertext product, the output phase is (µµ′+ekskey+
gρp)/r + gρr with scaling factor ∆out = ∆∆′/r, which gives ρ = ρp/r + ρr and
ekey = ekskey/r. A plaintext product has ρ = ρr and ekey = 0. Automorphisms
permute and possibly conjugate the slots as in Section 2, and realification reads
the sum of a ciphertext and its conjugate with scaling factor 2∆. The no-wrap
assumption ensures that centered reduction leaves each phase unchanged. ⊓⊔

A normalized trace onto Kd, with n = N/(2d), adds the current ciphertext
to its rotation by 2in slots for 0 ≤ i < log2 d and reads the result with scaling
factor d∆. When these rotations are admissible, it returns the orbit average
d−1

∑︁d−1
i=0 xt+ni plus the accumulated keyswitching error divided by d∆. The

error of step i is copied into d/2i+1 summands, so the decoded error is at most
1− 1/d times a common bound for one keyswitching at the input scaling factor.
For traces and realifications, the no-wrap condition must also hold for every
intermediate ciphertext.

Error Bounds for Each Operation. For an operation f , let Ef and Ekey,f bound
|σt(ρ)| and |σt(ekey)| in every slot, and write

mS = max
t∈S

|σt(g)|, M = max
t/∈S

|σt(g)|,

with M = 0 if there are no guard slots. The operation then injects at most

δf =
mSEf + Ekey,f

∆out
on data slots, cf =

MEf + Ekey,f

∆out
on guard slots.

A plaintext operand also carries its encoding error, multiplied by |xt| when
bounding the error of the product against the intended plaintext. With Ha and
H ′a bounding ∥h/ra∥can and ∥ν/ra∥can from Section 3.3, its slot value differs
from the intended one by at most (|σt(g)|Ha +H ′a)/∆a, with the deterministic
bounds Ha ≤ N/2 and H ′a ≤ N/(2ra).
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Squaring and Stability. Consider a chain of squarings with a fixed scaling factor
∆, where E bounds the aggregate shaped-rounding remainder from relineariza-
tion and rescaling, and Ekey bounds the evaluation-key noise contribution, in the
output phase. Each squaring injects at most c = (ME+Ekey)/∆ on the guards,
so a guard of modulus at most b becomes one of modulus at most b2 + c.

Lemma 4 (Squaring chains). Assuming no coefficient wrap-around, a disk
B(b) = {z ∈ C : |z| ≤ b} is invariant under the squaring chain whenever
b2 + c ≤ b. For c ≤ 1/4, this holds for every b ∈ [b∗, b+], where

b∗ =
1−

√
1− 4c

2
, b+ =

1 +
√
1− 4c

2
.

If the initial guards lie in B(b0) with 0 ≤ b0 < b+, they remain in B(max(b0, b
∗))

and admit radius bounds converging to b∗ ≤ 1/2. For c > 1/4, the worst-case
recurrence bj+1 = b2j + c diverges.

Proof. Squaring a value in B(b) and adding an error in B(c) gives a value in
B(b2 + c). The map b ↦→ b2 + c is increasing on [0,∞), lies below the identity
between its fixed points b∗ and b+ when c ≤ 1/4, and above it below b∗, so
the recurrence started below b+ converges monotonically to b∗. For c > 1/4,
bj+1 − bj = (bj − 1/2)2 + c− 1/4 ≥ c− 1/4 > 0. ⊓⊔

The lemma gives the sufficient condition on the scaling factor

∆ ≥ 4(ME + Ekey),

together with two explicit requirements. The initial guards must lie in a disk
of radius below b+. For fresh encryptions this is checked from the encoding
and encryption errors of Section 3.3, and Section 5.3 gives the corresponding
condition after bootstrapping. At every step, including intermediate ciphertexts,
the scaling factor times the largest data and guard values must remain below half
the modulus, so that no phase wraps around. Above c = 1/4, the disk argument
gives no guarantee, but it does not imply that actual rounding errors make the
guards grow.

The Scaling Factor Law. In CKKS, keeping bprec bits of precision after an op-
eration with error bound E requires roughly log2 ∆ ≥ bprec + log2 E. Here the
stability condition instead reads

log2 ∆ ≥ 2 + log2(ME + Ekey) ≈ 2 + log2 M + log2 E

when the evaluation-key noise contribution is negligible. With this scaling fac-
tor, a level adds at most δ = (mSE + Ekey)/∆ on the data. Stability gives a
sufficient scaling factor, while mS determines the resulting data precision. The
target precision still constrains the shaping polynomial, evaluation-key noise con-
tribution and shaping depth, and the circuit analysis must account for subse-
quent error amplification. A product followed by rescaling back to ∆ consumes
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approximately log2 ∆ modulus bits. The nominal saving over CKKS is about
bprec − 2 − log2 M bits per level, before margins for the failure probability and
error accumulation.

The unit of our implementation (Section 6.1) has mS ≈ 2−39.7 and M ≈ 24.7

at R = 16, so the saving is about 13 bits for bprec = 20. With the rounding-
error size E ≈ 213.3 measured at N = 215, the fully shaped data-error estimate
with scaling factor 220 is 2−46.4 when the evaluation-key noise contribution is
negligible, against 2−6.7 for CKKS with the same scaling factor. This is the error
of a leveled operation, not the precision of a bootstrapped ciphertext, which also
includes bootstrapping errors. Section 6.4 gives the representation-dependent
choice of Ekey. When an implementation shapes only part of each rounding, the
data error gains the unshaped term of Lemma 10 in Section 6.3.

4.2 Correctness of General Circuits

The squaring argument follows one disk through repeated applications of one op-
eration. We represent each homomorphic operation, including normalized traces
and realifications, as a gate in the circuit together with its associated keyswitch-
ing and rescaling steps. General circuits mix products, plaintext operands, ro-
tations and traces, so we attach to each wire a set of possible guard values and
measure the data error against the intended computation. The sets must contain
complex values even when the data is real, since rounding errors have complex
slot values.

Definition 3 (Data error and guard domain). A ciphertext with slot values
x = σ(µ)/∆ encrypts z ∈ Ck with data error at most ε and guard domain Γ ⊆ C
if

|xt − zι(t)| ≤ ε for t ∈ S, xt ∈ Γ for t /∈ S.

Recall that B(r) = {z ∈ C : |z| ≤ r} is the closed disk centered at zero with
radius r ≥ 0. For a gate f , write Ff for its slot operation before the injected
error, as in Table 1, applied to sets of values. Addition and multiplication use
the set operations Γ1 + Γ2 = {u + v : u ∈ Γ1, v ∈ Γ2} and Γ1Γ2 = {uv :
u ∈ Γ1, v ∈ Γ2}, respectively. A product by a plaintext a gives ΓΠa, for a
set Πa containing the guard values ˜︁wt of a. Admissible rotations preserve Γ ,
conjugation and realification map it to Γ and Re(Γ ), a normalized trace maps
it into its convex hull conv(Γ ), and modulus extension and reduction leave it
unchanged with cf = 0. Plaintexts encoded with zero guards have Πa bounded
by their encoding error, which can make ΓΠa much smaller than Γ .

Definition 4 (Perturbed evaluation). Fix the input data-slot values of a
circuit. A perturbed evaluation applies the slot operations Ff gate by gate, with
plaintext operands entering through their encoded values ˜︁wt, and adds at each
output data slot a perturbation of magnitude at most δf .

The usual CKKS error analysis bounds a perturbed evaluation, with δf re-
placing the error added by each gate. Admissibility ensures that its data-slot
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operations never read guard values, so it remains to keep every phase within its
modulus.

Theorem 2 (Guard-domain stability). Consider a circuit whose gates im-
plement the operations of Lemma 3 and normalized traces, with layout (g, S, ι)
and only admissible automorphisms, whose injected errors satisfy the bounds δf
and cf . Assign each wire w a scaling factor ∆w, a modulus qw, a guard domain
Γw ⊆ C and a data bound Dw ≥ 0, and assume the following conditions.

1. For every gate f with input wires w1, . . . , wℓ and output wire w,

Ff (Γw1 , . . . , Γwℓ
) +B(cf ) ⊆ Γw.

2. Every perturbed evaluation from the input data-slot values has data values
of modulus at most Dw on each wire w.

3. Every wire satisfies ∆w max
(︁
Dw, supz∈Γw

|z|
)︁
< qw/2, and the same inequal-

ity holds for every intermediate ciphertext inside a gate, with its own scaling
factor, modulus and propagated bounds.

4. Each input ciphertext has its guard values in the domain of its wire.

Then every wire has its guard values in Γw, and its data values are those of a
perturbed evaluation from the input data-slot values.

Proof. We proceed in circuit order, the claim holding on the inputs by assump-
tion. Consider a gate f whose inputs satisfy the claim, and let µout be its out-
put phase expression before centered reduction, as in the proof of Lemma 3.
Since admissible automorphisms keep data and guards separate, the data slots
of µout/∆w extend the input perturbed evaluation by one gate, so they are
bounded by Dw. Its guard slots lie in Ff (Γw1

, . . . , Γwℓ
) +B(cf ) ⊆ Γw, using the

encoded guard values for a plaintext product and the convex hull for a trace.
Hence ∥µout∥∞ ≤ ∥µout∥can ≤ ∆w max(Dw, supz∈Γw

|z|) < qw/2, and the same
holds at each intermediate step, so Lemma 3 identifies these values with the
actual output slots. ⊓⊔

Any precision bound for the perturbed evaluation therefore bounds the data
error of the ciphertexts, and together with Γw it gives the invariant of Definition 3
on each wire. Lemma 4 is the special case of disks and squarings. Products by
fresh operands are the other simple case, and they contract the guards.

Corollary 1 (Products by fresh operands). Suppose each multiplication
uses a fresh operand whose guards lie in B(bf), with 0 ≤ bf < 1, and injects at
most c ≥ 0 on the guards. Then B(b) is invariant for every b ≥ c/(1− bf), and
guards initially in B(b0) remain in B(max(b0, c/(1− bf))).

Proof. A product maps B(b)B(bf) + B(c) into B(bbf + c), which lies in B(b)
exactly when bbf + c ≤ b. ⊓⊔
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Polynomial Computations. For a polynomial P (Z) =
∑︁

i aiZ
i with real coeffi-

cients, write Pabs(b) =
∑︁

i |ai|bi, and let δP bound the error of its evaluation
circuit on the guard domain. A disk B(b) is invariant when Pabs(b)+δP ≤ b, but
no positive b satisfies this if a0 = 0 and |a1| > 1. Activations with P (0) = 0 and
slope greater than one are of this kind. The following operations can help control
their guards. A product by a fresh operand contracts the guards as in Corol-
lary 1. Realification places the guards near a real interval, with a complex error
from keyswitching, but repeated polynomial evaluation can still amplify their
values. Appendix C gives the corresponding interval condition, and Section 7.3
reports measurements of the three tools on a degree-seven activation.

Guard Reset. A guard reset multiplies the ciphertext by a shaped encoding a of
one on the data slots and zero on the guards, then applies shaped rescaling. It
preserves the data up to encoding and rounding errors and sends a guard bound
b to at most (MHa +H ′a)b/∆a + cmask, where cmask bounds the rescaling error
and the encoding bounds are as in Section 4.1. The costs is one plaintext product
and one rescaling. When the circuit already multiplies by an encoded plaintext,
setting its intended guard values to zero incorporates the reset into that product,
with no additional level if its encoding precision and rescaling suffice.

4.3 Practical Scaling Factor Selection

The deterministic bound |σt(ρr)| ≤ N
2 (1 + |σt(s)|), with |σt(s)| ≤ hwt for a

sparse ternary secret of Hamming weight hwt, gives E ≈ 224 at N = 215 and
hwt = 1024. The resulting threshold 4ME ≈ 230.7 lies almost 12 bits above the
measured stability edge of our unit. The worst-case bound ignores cancellation
among the N terms in each slot evaluation.

Heuristic Noise Model. Assume that the coefficients of h0/r and h1/r behave
as independent uniform variables in [−1/2, 1/2), independently between levels,
and model their slot values as centered complex Gaussians. For a fixed secret
and negligible evaluation-key noise contribution, the error injected on slot t by
a squaring with scaling factor ∆ then has standard deviation

γt(s) =
|σt(g)|
∆

√︃
N(1 + |σt(s)|2)

12
.

Substituting standard deviations into the guard-stability condition suggests the
practical threshold

∆ ≳ 4max
t/∈S

|σt(g)|
√︃

N(1 + |σt(s)|2)
12

,

which is not a correctness guarantee, since the Gaussian model has unbounded
tails. The most exposed slots are those where both |σt(g)| and |σt(s)| are large,
and they remain the same throughout a computation because the secret is fixed.
For our unit at N = 215 and one ternary secret of weight 1024, this threshold is
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near 218.8. Our implementation diverges with scaling factor 218 and remains sta-
ble over sixteen squarings at 219 and 220. Section 7.3 reports the same agreement
for other units and ring degrees.

Failure Probability. The model locates the transition, but rare failures need a
separate estimate. We estimate escape through sequences of injected errors that
drive a guard beyond radius 1.2, after which squaring amplifies its magnitude.
Under the Gaussian model, the minimum-cost path from an initial radius b0
gives the exponential estimate exp(−J(b0)/γt(s)

2), with the cost J(b0) computed
numerically in Appendix C.2. Summing over guard slots and starting levels, and
averaging over the secret distribution, which sets γt(s), gives the estimates of
Table 2.

Table 2. Heuristic guard-escape probabilities over 21 squarings, averaged over the
secret distribution under the Gaussian model. The columns give the assumed initial
guard radius.

log2 ∆ b0 = 0 b0 = 0.2 b0 = 0.37

19 2−11.5 2−10.7 2−8.3

20 2−39.4 2−37.7 2−33.0

21 2−95.6 2−92.3 2−82.8

22 2−208.6 2−202.0 2−182.8

The 20-bit levels of our measurements give estimates between 2−33 and 2−39,
while 22-bit levels give estimates below 2−180 for the same horizon. Guard escape
can eventually invalidate the no-wrap condition and corrupt the released data,
even though the guards themselves are not decoded. Under this heuristic, we
therefore recommend 22-bit levels for negligible probability of failure. They cost
2L additional modulus bits for L levels, reducing the supported depth atN = 215

from 21 to about 19 in our parameter sets, and without a performance cost.

A 200 bootstrapping experiment for tail measurement, each followed by 16
squarings, reach a largest guard magnitude of 2−1.44 ≈ 0.37, which motivates
the last column. This is close to the stationary radius b∗ ≈ 0.35 of Lemma 4 for
the measured guard error c = 2−2.13 injected by one shaped rounding, but it is
not a certification of the rare-event probabilities. These estimates concern the
leveled computation, and Section 5.4 treats failures within bootstrapping.

4.4 Limits of Shaping

Reducing mS improves data precision, while increasing M raises the scaling
factor needed to keep the guards stable. These two quantities cannot be cho-
sen independently because a nonzero integer polynomial has a nonzero integer
algebraic norm.
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Theorem 3 (Norm bound). Let g ∈ R \ {0} and ∅ ̸= S ⊊ ZN/2. With
mS = maxt∈S |σt(g)| and M = maxt/∈S |σt(g)|,

log2
1

mS
≤

(︃
N

2|S|
− 1

)︃
log2 M.

Proof. The embeddings come in conjugate pairs, so

1 ≤ |Norm(g)| =
∏︂

t∈ZN/2

|σt(g)|2 ≤ m
2|S|
S MN−2|S|.

Taking base-two logarithms and rearranging gives the bound. ⊓⊔

In the replicated layout of Definition 2, |S| = kd = N/(2R), so the bound
becomes log2(1/mS) ≤ (R − 1) log2 M . Each bit of guard amplification can
therefore buy at most R− 1 bits of error reduction on the data slots, where |S|
counts all data slots, including replicated copies.

For a unit g, the product of the embedding magnitudes is exactly one, giving∑︂
t∈S

log2
1

|σt(g)|
=

∑︂
t/∈S

log2 |σt(g)|.

For a non-unit, the positive contribution of log2 |Norm(g)| leaves less room for
reducing the data-slot error at the same guard bound. For g = U(Y ) in the
replicated layout, Proposition 1 reduces the identity to

log2
1

|U(ω)|
=

R−1∑︂
j=1

log2 |U(ω5j )| ≤ (R− 1) log2 M,

with equality when all guard classes have magnitude M . This motivates units
with a nearly constant guard profile, which Section 6.1 searches for. The unit of
our implementation has log2(1/mS) ≈ 39.7, below the bound 15 log2 M ≈ 70.5,
because its guard classes average about 2.65 bits rather than log2 M ≈ 4.7.

5 Bootstrapping Our Scheme

Bootstrapping must recover the data at a larger modulus while returning guards
small enough for the next leveled computation. We follow the CKKS bootstrap-
ping blueprint [CHK+18] in SlotsToCoeffs-first order, with linear transforma-
tions between slots and coefficients and an approximate modular reduction. The
transforms must exclude the incoming guard values from the recovered data, and
their evaluation must preserve data precision even though intermediate rotations
mix the slot classes. Returning from EvalMod to the leveled scaling factor can
amplify guard errors beyond the stability bounds of Section 4, so the last step
must control this amplification.

The central step, ModUp, reinterprets ciphertext components at a larger
modulus without scaling them. If their phase at the bottom modulus qb is µ, the
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lifted phase has the form µ + qbI for some integer polynomial I. CoeffsToSlots
exposes its coefficients in the slots, so that EvalMod can approximately remove
the multiples of qb. We use sparse-secret encapsulation around ModUp [BTH22],
temporarily switching to a sparse secret to control the size of I.

For the replicated layout, let d = N/(2kR) as before and assume R | k,
padding a smaller batch to R values when necessary. The bootstrapping algo-
rithm proceeds as follows.

1. Apply the normalized bottom trace onto Kd, using shaped keyswitching and
rounding. It averages the replicated copies of each data value without reading
guards, as in Proposition 1.

2. Apply the fiber-aware SlotsToCoeffs transform, whose map only reads data
slots. It is chosen so that, after the top trace below, the data appear as
coefficients in the subring of degree 2k.

3. Raise the modulus with ModUp and sparse-secret encapsulation.
4. Apply the normalized top trace onto KN/(2k), followed by the fiber-aware

CoeffsToSlots transform. The trace retains the desired coefficient message
and an integer multiple of qb, while the transform writes the resulting val-
ues to the replicated data class with zero on the guards in the exact map.
Separate the real and imaginary parts for modular reduction.

5. Apply EvalMod separately to the real and imaginary parts to remove the
lifted multiples of qb, keeping its constants zero on the guards.

6. Return to the leveled scaling factor with bounded guards and recombine the
real and imaginary outputs.

We first construct the two transforms, then bound their evaluation errors
using extra working precision. The final step is to control the guard errors in-
troduced by EvalMod and the return to the leveled scaling factor.

5.1 Fiber-Aware Linear Transformations

SlotsToCoeffs must place the k data values in the coefficient message without
importing the guards. Although its input has period kR, the pipeline only needs
the desired message after the top trace onto KN/(2k). We use this freedom to
distribute each transformed value among the positions that the trace averages,
with every contribution reading a data slot. This reduces the construction to k
diagonals.

Put n = kR and assume R | k as in the pipeline. On a slot vector of period n,
the normalized top trace averages the R positions c+ ki for 0 ≤ i < R, for each
0 ≤ c < k. We call these positions the fiber of c. Write roto(x)t = xt+o, with
indices modulo n, and let⊙ denote componentwise multiplication. A diagonalDo

specifies the plaintext weights applied to the rotation by o. Figure 2 illustrates
one fiber for k = 4 and R = 2.

Lemma 5 (Counting lemma). Let x ∈ Cn have data entries zj = xRj for
0 ≤ j < k, with arbitrary entries on the guards, and set

O = {−t+Ru mod n : 0 ≤ t < R, 0 ≤ u < k/R}.
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z0

0

∗
1

z1

2

∗
3

z2

4

∗
5

z3

6

∗
7Slot

y0 at position 0

2(A00z0 + A01z1)

y4 at position 4

2(A02z2 + A03z3)

Normalized trace

y0 + y4

2
= (Az)0

Fig. 2. Computing (Az)0 for a transform matrix A with k = 4 and R = 2. The two
fiber positions 0 and 4 collect disjoint parts of the desired sum, with weights multiplied
by R = 2 to compensate for the normalized trace. The guards (∗) are not read, and
the other output fibers are omitted.

The set O has k elements. For every A ∈ Ck×k, there are diagonals (Do)o∈O
with Do[s] = 0 whenever s+ o ̸≡ 0 (mod R), such that

y =
∑︂
o∈O

Do ⊙ roto(x) satisfies
1

R

R−1∑︂
i=0

yc+ki = (Az)c (0 ≤ c < k).

Proof. The residue of an offset −t+Ru modulo R determines t, and its residue
modulo n then determines u in the specified range. Thus the R(k/R) = k pairs
give distinct offsets.

Fix a fiber c and write its positions as si = c + ki. Since R | k, the offset
−t+Ru reads a data slot at si exactly when t = c mod R. For this value of t, it
reads data index

j(i, u) =
⌊︂ c

R

⌋︂
+

k

R
i+ u (mod k).

As (i, u) ranges over 0 ≤ i < R and 0 ≤ u < k/R, the index j(i, u) takes every
value in Zk exactly once. Set Do[si] = RAc,j(i,u) for o = −(c mod R) +Ru, and
set the remaining diagonal entries at si to zero. Then

1

R

R−1∑︂
i=0

yc+ki =
1

R

R−1∑︂
i=0

k/R−1∑︂
u=0

RAc,j(i,u)zj(i,u) =

k−1∑︂
j=0

Ac,jzj ,

which proves the claim. ⊓⊔

TakingA to be the sparse SlotsToCoeffs matrix gives the forward transform in
the pipeline. Each position in a fiber collects k/R terms, and the trace combines
the R partial sums to recover the full transform. The factor R in the diagonal
weights compensates for the normalization of the trace. The diagonals vanish
wherever a rotation would read a guard, so the exact map is independent of
the guard values. The effect of quantization and evaluation errors is treated in
Section 5.2.
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Lemma 6 (Gather bound). Let R ≥ 2 and k be powers of two, with n = kR.
Any sum of rotated diagonals of period n, zero wherever they read a guard,
whose normalized trace returns the period-k replication of z for every input with
xRj = zj, needs at least k distinct offsets modulo n.

Proof. Take z to be the unit vector at c and set the guards to zero. Since the
output at c is one, some nonzero diagonal entry must read slot Rc from a position
c+ ki, giving c+ ki+ o ≡ Rc (mod n), hence o ≡ (R − 1)c (mod k). As R − 1
is odd, these residues cover Zk, requiring at least k offsets. ⊓⊔

Thus Lemma 6 shows that the counting lemma is optimal: gathering already
requires k diagonals in a single transform, even for the identity. Factoring the
gather would require controlling errors in the intermediate layouts.

The Reverse Transform. CoeffsToSlots must expose the coefficient message for
EvalMod while restoring the replicated layout. After the top trace its input has
period k, so k diagonals suffice to write the data class with zero guard rows.

Lemma 7 (Period-k inputs). For x ∈ Cn of period k, every complex-linear
map to Cn can be evaluated with at most k diagonals as

y =

k−1∑︂
o=0

Do ⊙ roto(x).

Proof. For ys =
∑︁k−1

j=0 As,jxj , take Do[s] = As,(s+o) mod k, since roto(x)s =
x(s+o) mod k. ⊓⊔

CoeffsToSlots produces vj = mj + imj+k from the real coefficient values mj .
Conjugation separates (v+v)/2 and (v−v)/(2i) for EvalMod, whose outputs are
then recombined. The transform and this separation are evaluated at the higher
working precision described next. Our implementation uses baby-step giant-step
evaluation [HS14].

5.2 Precision During the Linear Transforms

The forward map excludes the guard slots, but this alone does not protect against
errors introduced while evaluating it. The rotations used by both transforms need
not preserve the data class, so a shaped error introduced at an intermediate step
can later reach a data slot through its large guard components. We therefore
use ordinary internal roundings and suppress their errors by evaluating with a
larger intermediate scaling factor.

SlotsToCoeffs ends in the coefficient domain, where shaping does not suppress
the error that CoeffsToSlots will later expose, so its final rounding is ordinary as
well. After ModUp, the top trace and CoeffsToSlots take a coefficient message
back to the replicated layout, including separation of the real and imaginary
parts for EvalMod. Only at this output do we use a shaped rounding.
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A wide stage with an integer w ≥ 0 extra bits starts with an exact mod-
ulus extension by 2w, or retains these bits by shortening a preceding rescale.
Its intermediate scaling factors and moduli carry this extra factor, and a final
division by 2w returns to the intended output scaling factor. For w > 0, this
final division uses shaped rounding when the output is in the replicated slot
layout, and ordinary rounding at the SlotsToCoeffs output. Extension and final
division cancel, so the extra bits cause no net modulus consumption beyond the
stage’s own products, but they increase the largest ciphertext and evaluation-key
moduli that must meet the security limits.

Lemma 8 (Wide-stage error). Let a wide stage evaluate a real-linear map
A on slot vectors and finish with scaling factor ∆out. Write ∥A∥∞→∞ =
sup∥v∥∞≤1 ∥Av∥∞, and suppose the input error is at most εin on every slot
read by A. Let Eint bound the total internal error in unnormalized slot values
immediately before the final division, after propagating each contribution through
the subsequent operations up to that point. If the final shaped phase remainder is
gρ with |σt(ρ)| ≤ Ernd, and no coefficient wrap-around occurs, the output error
in slot t is at most

∥A∥∞→∞εin +
Eint

2w∆out
+

|σt(g)|Ernd

∆out
.

For w = 0, the final division is omitted and Ernd = 0.

Proof. Let x be the intended input and e its error, setting the entries of e to
zero on slots not read by A. Immediately before the final division, the phase has
slot vector

2w∆outA(x+ e) + ξ, ∥ξ∥∞ ≤ Eint.

Division by 2w, followed by normalization by ∆out, gives the error

Ae+
ξ

2w∆out
+

σ(gρ)

∆out
.

The triangle inequality and the operator-norm bound give the claim. ⊓⊔

The three terms separate propagated input error, errors introduced during
evaluation, and the final rounding. Extra working bits suppress only the second
term, which includes rounding, evaluation-key noise and plaintext-quantization
errors, including the effect of quantized diagonals on guard values. They cannot
remove guard values read by the exact map, which is why the forward transform
excludes those inputs. For SlotsToCoeffs, whose final rounding is ordinary, the
same argument replaces |σt(g)|Ernd by the corresponding unshaped phase-error
bound. The resulting slot-error bound also bounds the coefficient error, since
∥ · ∥∞ ≤ ∥ · ∥can.

5.3 EvalMod and Its Constants

CoeffsToSlots writes zero guards in exact arithmetic, but a constant term in
EvalMod would populate them again. We keep the intended guards at zero by
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encoding each real plaintext constant a as aπS , where πS = σ−1(1S) is the
data-slot indicator, and use shaped products and constant encodings to preserve
data precision. This incorporates the guard mask into the polynomial evaluation.
Since the indicator has period R, πS ∈ R[Y ], with Y = XN/(2R).

Proposition 2 (Compact shaped constants). For x ∈ R[Y ], ∆a > 0 and
an integer ra ≥ 2,

ax = Roundg,ra
(︁
⌊ra∆ax⌉

)︁
∈ Z[Y ],

with at most 2R nonzero coefficients.

Proof. Quantization preserves support on powers of Y , and g, g−1 ∈ Z[Y ] be-
cause U is a unit. The remainder h =

[︁
(g−1 mod ra) ⌊ra∆ax⌉

]︁
ra

and the quotient
defining ax therefore stay in this subring, which has 2R coefficient positions. ⊓⊔

A product by aπS clears the guards in exact arithmetic, while an addition
changes only the data, with encoding errors bounded as in Section 4.1. Each
constant product costs O(RN) coefficient operations. The subsequent double-
angle squarings still introduce guard errors.

Restoring Bounded Guards. Let β = qb/∆b, where ∆b is the scaling factor of the
coefficient message before ModUp, and let ∆em be the EvalMod scaling factor.
Returning from normalized EvalMod values to message units multiplies errors
by β, so a shaped rounding of size E, amplified by Gem through the remaining
operations, contributes approximately

|σt(g)|EGemβ

∆em
.

This can exceed one on the guards despite being negligible on the data.
To reduce the guard error before this amplification, we use the last double-

angle squaring, whose masked additive constant leaves only the quadratic map
v ↦→ 2v2 on a guard, with the factor two applied exactly. We leave this squaring
unrescaled and combine its division with the return to the leveled scaling factor
∆, so its rounding is introduced at the final scaling factor. A guard of magnitude
at most εem therefore contributes at most 2βε2em at the output, plus the constant-
encoding errors and

cfinal =
MEfinal + Ekey,final

∆

from relinearization and the final shaped rescale. Here Efinal bounds the aggre-
gate shaped-rounding remainder of these two operations, and Ekey,final bounds
only the evaluation-key noise contribution, both after propagation to the final
phase. In particular, the rounding introduced by division by p during relineariza-
tion is included in Efinal, with the subsequent final rescaling applied to it. When
εem is proportional to 1/∆em, each extra working bit reduces the quadratic term
by two bits, until the final-rescale error dominates. The total must meet the
initial guard condition of the subsequent circuit, for instance 1/2 for squarings
with injected error at most 1/4.
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Our configuration uses eight EvalMod levels with scaling factor 228, the small-
est tested scaling factor at which every run leaves the guard below 2−1.5 after
bootstrapping. The measured guard is at most 2−1.79, against 2−2.13 for one
shaped rounding. Raising the EvalMod scaling factor from 226 to 228 costs 16
bits, 14 fewer than a separate 30-bit mask, and saves a plaintext product, leaving
room for 21 levels instead of 20.

5.4 Correctness and Modulus Budget

The transform identities establish exact recovery, while the preceding error
bounds determine the working precision and the output guard bound.

Proposition 3 (Fiber-aware bootstrapping). Assume R | k and that the
desired coefficient message lies in the centered reduction interval modulo qb.
In exact arithmetic, replacing EvalMod by exact modular reduction makes the
pipeline recover the k input values in the replicated layout with zero guards.
Each transform uses at most k diagonals, and the bottom and top traces use
log2 d and log2(N/(2k)) rotations, respectively.

Proof. The bottom trace preserves the replicated data, and Lemma 5 makes the
projection of the forward transform equal to sparse SlotsToCoeffs. Writing T for
the normalized top trace, the lifted phase satisfies

T (µ+ qbI) = T (µ) + qbT (I),

where T (I) is integral because T discards coefficient positions. CoeffsToSlots
exposes these coefficients, so modular reduction removes qbT (I) and recovers
the message, with zero guard rows by Lemma 7. The transform lemmas give the
diagonal counts, and successive doubling gives the trace counts. ⊓⊔

When evaluating this bootstrapping algorithm, the lifted coefficients must
lie in the EvalMod approximation domain and all intermediate phases must sat-
isfy the no-wrap bounds. The data error combines the incoming error, the final
ordinary SlotsToCoeffs rounding, the wide-stage residuals of Lemma 8, and the
approximation and arithmetic errors of EvalMod propagated using Section 4.1.
The output guard condition is given in Section 5.3. Separately from guard es-
cape, the standard uniform-carry model for sparse-secret encapsulation [BTH22]
estimates EvalMod range failure at approximately 2−139.7 for weight 32, interval
radius 16 and N = 215, using a union bound over all N coefficients.

The modulus budget must cover the transform and EvalMod rescalings while
leaving enough capacity for the subsequent leveled computation. The largest ci-
phertext and evaluation-key moduli, including temporary extensions, must sat-
isfy the security limits, with the encapsulation key checked separately under its
sparse-secret parameters.
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6 Instantiation and Implementation

We instantiate our scheme in poulpy [BDM+26], and use the bivariate repre-
sentation [BCG+24] with 52-bit limbs and power-of-two moduli, allowing bit-
granular rescaling. We choose the shaping unit to meet both the leveled and
bootstrapping error bounds, then use its subring structure to reduce encoding
and rounding costs.

6.1 Choosing the Shaping Unit

We need strong suppression on the data class without guard amplification that
would force a larger leveled scaling factor or leave unstable guards after boot-
strapping. At a given suppression, the norm bound of Section 4.4 favors a flat
guard profile. The logarithmic embedding turns the search for such a unit into a
lattice problem. With ω = eiπ/(2R), associate to a unit U its logarithmic profile

ℓ(U) =
(︁
log2 |U(ω5j )|

)︁R−1
j=0

.

Products of units add their profiles, and the norm identity gives
∑︁

j ℓj(U) = 0.
Dirichlet’s unit theorem [CDPR16] states that these profiles form a lattice Λ of
rank R − 1 spanning the hyperplane H = {x ∈ RR :

∑︁
j xj = 0}. To obtain

T bits of suppression with a flat guard profile, we therefore seek a lattice point
close to

tT =

(︃
−T,

T

R− 1
, . . . ,

T

R− 1

)︃
,

where distance in the maximum norm bounds the deviation of every class from
its target, measured in bits.

Proposition 4 (Achievable profiles). Let θΛ = supx∈H infv∈Λ ∥x − v∥∞ be
the covering radius of Λ in H. For every T > 0, there is a unit U such that

|U(ω)| ≤ 2−T+θΛ , max
1≤j<R

|U(ω5j )| ≤ 2T/(R−1)+θΛ .

Proof. The target tT belongs to H, so there is a lattice point ℓ(U) within θΛ of
it in every coordinate. The data coordinate is therefore at most −T + θΛ, and
every guard coordinate is at most T/(R − 1) + θΛ. Exponentiating gives both
bounds. ⊓⊔

For the search, we use cyclotomic units generated by (1 − Y a)/(1 − Y ) for
odd a with 1 < a < 2R, whose logarithmic profiles span a sublattice of finite
index in Λ [CDPR16]. We reduce a basis of this sublattice with LLL [LLL82],
apply Babai’s nearest-plane algorithm to the target tT , and refine the resulting
integer combination by a local search. The same integer combination of the gen-
erators, interpreted multiplicatively, gives the candidate unit, which we denote
by U2R,T for ring degree 2R and target suppression T bits. Its actual suppression
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log2(1/mS) may differ from T , and the search does not need to find a closest
lattice point.

Proposition 4 leaves the covering radius unspecified, so it does not give a
numerical parameter choice. A gap to the norm bound does not establish whether
a better unit exists or whether the lattice geometry prevents a flatter profile at
that gain.

Choosing R. A larger R improves the norm bound, but does not necessarily
improve the units found by the search, since the covering radius also changes.
It increases rounding costs, limits k to N/(2R) and requires padding batches
smaller than R, so we choose the smallest value meeting both the leveled and
bootstrapping requirements.

For a negligible evaluation-key noise contribution, at the threshold∆ = 4ME
a level injects data error mS/(4M), so a circuit whose propagated rounding
contribution is at most L times this error needs

log2(1/mS) ≥ bprec + log2 L− 2− log2 M

to keep that contribution below 2−bprec . For bprec = 19, L = 16 and log2 M ≈ 3.4,
about 18 bits of suppression suffice.

Bootstrapping is more demanding because its rounding errors undergo the
amplification described in Section 5.3. The R = 8 unit U16,20 with 19.3 bits of
suppression gives only about 10 bits through bootstrapping in our measurements.
The better unit U16,40 used during bootstrapping gives a guard band exceeding
one at L = 16. We use R = 16 and U32,40, with 39.7 bits of suppression and
log2 M ≈ 4.7, throughout the computation. Its measured stability edge at N =
215 is 19 bits, and our levels use 20 bits, with larger margins governed by the
failure-probability analysis of Section 4.3.

6.2 Encoding and Decoding in the Subring

Replication makes full-ring encoding unnecessary: the intended plaintext lies in
a subring, and shaped rounding preserves it.

Proposition 5 (Subring encoding). Let m encode z ∈ Ck in the replicated
layout with zero guards, and let d = N/(2kR). For ∆ > 0 and an integer r ≥ 2,

Roundg,r
(︁
⌊r∆m⌉

)︁
∈ Z[Xd],

with at most 2kR nonzero coefficients. Encoding uses a canonical transform for
kR complex slots and O(kR2) coefficient operations for shaped rounding.

Proof. The slot period gives m ∈ R[Xd], and Y = (Xd)k gives g, g−1 ∈ Z[Xd].
Quantization and shaped rounding preserve this subring by the argument of
Proposition 2. Its degree is 2kR, and each of the two products in the rounding
uses at most 2R shifts, giving the stated costs. ⊓⊔
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This gives the same plaintext as full-ring encoding in exact arithmetic. At
N = 215, encoding 16 and 64 values takes 148 and 182 microseconds, respectively,
against 971 and 978 microseconds in the full ring.

Decoding also avoids a full-ring transform and can improve precision by av-
eraging the replicas instead of reading one as in Section 3.3. We first project the
decrypted phase

µav = d−1 TrK/Kd
(µ) =

2kR−1∑︂
j=0

µdjX
dj ,

then apply the smaller transform and return only the data slots. This plaintext
operation averages the replicas without keyswitching, so its error is at most
their largest error. Independent, centered errors of equal variance gain 1

2 log2 d
bits, while periodic errors are unchanged, and independence is not assumed for
bootstrapping errors. For k = 16, averaging raises measured minimum precision
from 48.75 to 51.0 bits, a gain of 2.3 bits against 3 predicted, while k = 64 gains
1.2 bits against 2 predicted and k = 1024 gains nothing because d = 1. Subring
decoding at k = 16 takes 2 microseconds against 134 in the full ring.

6.3 The Shaped-Rounding Pass

Shaped rounding only needs to process the dropped bits, since the retained part
contributes an integer quotient. The sparse support of g and its modular inverse
then lets us compute the correction with word arithmetic. For a drop of b ≥ 1
bits, write c = clow + 2bchigh with 0 ≤ (clow)j < 2b and compute

h =
[︁
(g−1 mod 2b)clow

]︁
2b
,

κ = (clow − gh)/2b,

Roundg,2b(c) = chigh + κ.

The first product is modular, while the carry numerator is computed over the
integers and is divisible by 2b. Since g and its precomputed inverse modulo 2b

each have at most 2R terms, the pass uses at most 4RN word multiply-adds on
the dropped part, followed by the normalization.

Lemma 9 (Word-size exactness). With ∥g∥1 =
∑︁

j |gj |,

−∥g∥1
2

≤ κj < 1 +
∥g∥1
2

, |(clow − gh)j | < 2b−1(2 + ∥g∥1).

The numerator fits a signed 64-bit word if b ≤ 64− ⌈log2(2 + ∥g∥1)⌉.

Proof. Since ∥h∥∞ ≤ 2b−1, we have ∥gh∥∞ ≤ ∥g∥12b−1. Combining this with
the range of clow gives both bounds, and the condition on b makes the strict
numerator bound at most 263. ⊓⊔

Our unit has ∥g∥1 = 45, allowing passes of up to 58 bits. Larger drops can
be split while retaining shaping, since

Roundg,r2
(︁
Roundg,r1(c)

)︁
=

c− g(h1 + r1h2)

r1r2
.
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Finite Shaping Depth. To limit the work to one shaped pass, our implementation
uses ordinary rounding for the first part of a large drop. The shaped division
suppresses this unshaped error, so the pass must be deep enough to keep it below
the desired data error.

Lemma 10 (Shaping depth). Let r = r1r2, with integers r1 ≥ 1 and r2 ≥ 2
and with g invertible modulo r2, and set a′ = ⌊a/r1⌉ for a ∈ R. There are
h, u ∈ R such that

Roundg,r2(a
′) =

a

r1r2
− g

h

r2
− u

r1r2
,

∥h/r2∥∞ ≤ 1

2
, ∥u/(r1r2)∥∞ ≤ 1

2r2
.

Proof. Write a = r1a
′+u, where ∥u∥∞ ≤ r1/2, and put h =

[︁
(g−1 mod r2)a

′]︁
r2
.

Expanding Roundg,r2(a
′) = (a′ − gh)/r2 gives the identity and both coefficient

bounds. ⊓⊔

We call λ = log2 r2 the shaping depth. Applied to both ciphertext compo-
nents, the lemma gives a shaped phase remainder plus an unshaped remainder
suppressed by 2−λ. If E bounds the aggregate shaped remainder and the un-
shaped remainder after multiplication by 2λ, a level’s data error is at most

δ ≤ (mS + 2−λ)E + Ekey

∆
.

Once λ ≥ log2(1/mS), the unshaped contribution is no larger than the shaped
one, and a deeper pass approaches the fully shaped error floor of Section 4.1.

Extra working bits come from modulus extension: for a product with scaling
factor ∆2, extension by 2w permits division by 2w∆ while returning to the
original scaling factor ∆, provided the extended modulus is allowed. With w
extra bits and a maximum pass size ℓpass, the shaping depth is λ = min(log2 ∆+
w, ℓpass). With scaling factor 220, changing (w, ℓpass) from (8, 32) to (24, 48)
reduces the measured error added per product from 2−34.7 to 2−46.3, close to
the fully shaped estimate, for 4.7 percent more time. Deeper shaping is therefore
useful for preserving a high-precision input through leveled computations.

6.4 Representation and Evaluation Keys

Apart from replacing rounding by the pass above, the implementation uses
poulpy’s existing arithmetic and ordinary evaluation keys everywhere. These
keys suffice because, in the bivariate representation, the contribution from their
sampled noise is suppressed when the ciphertext modulus is narrower than the
key modulus. An earlier sweep retained at least 21.2 bits after bootstrapping
followed by 16 levels with every tested auxiliary modulus, down to 4 bits. Shap-
ing all bootstrapping keys instead lost 3 to 4 bits because the rotation keys act
in the coefficient domain, while shaping only the relinearization key made no
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difference. Grouping two limbs per digit reduces the number of key components
but requires a larger auxiliary modulus: the parameter sweep selects log2 p = 53
and 67 for one- and two-limb digits, respectively, subject to the evaluation-key
modulus limit.

With RNS-CKKS [CHK+19], ordinary keys and an auxiliary modulus
comparable to the largest digit can give an evaluation-key noise contribution
p−1

∑︁
i c1,iei that dominates the shaped data error. Shaped slot-domain keys or

a larger auxiliary modulus control this term, which is already negligible in our
selected bivariate configurations.

Remark 1 (RNS instantiation). Compute h =
[︁
(g−1 mod r)c

]︁
r
, form gh in the

retained residues and divide c− gh by the dropped factor r. A base conversion
returning h + ru changes the result by −gu, preserving shaping with a larger
remainder bound.

7 Experimental Results

7.1 Experimental Setup

We implement our scheme in poulpy v0.9.0 [BDM+26] and run the experiments
on a MacBook equipped with an Apple M5 Pro and 64 GiB of RAM, using one
thread or all 18 cores. The main grid uses k ∈ {16, 64, 256, 1024} values and re-
stores L ∈ {1, 2, 4, 8, 16, 21} levels, with five seeds and inputs sampled uniformly
on the unit circle or in the unit disk. Following poulpy’s precision stats, mini-
mum precision is minus the base-two logarithm of the largest absolute error over
the real and imaginary parts of the data slots, and average precision uses their
mean absolute error. Times are medians over the five seeds, and minimum and
average precision are measured after L products by fresh operands, taking the
worst and mean values over seeds and input families, respectively.

Our parameters are N = 215, R = 16, the unit U32,40 of Section 6.1, and
scaling factor ∆ = 220. Batches with fewer than 16 values are padded with
zeros to meet the transform condition R | k, giving the computation of the
k = 16 rows. We compare against poulpy’s sparse CKKS bootstrapping with
36-bit levels using factored transforms for k ≥ 256 and increasing N to 216 when
needed. Both schemes use sparse ternary secrets of Hamming weight hwt = 1024.
Ephemeral encapsulation secrets use Hamming weight 32. For 128-bit security,
we use the modulus caps in the sparse-key-estimate tables [Dum26], which
include Ogilvie’s attack on sparse secrets [Ogi26]. At N = 215, the caps on
the maximum moduli log2(qp) are 851 and 162 bits for weights 1024 and 32,
respectively, and at N = 216 they are 1707 and 345 bits.

Figure 3 gives our modulus chain. SlotsToCoeffs consumes 26 bits, taking
the input modulus from 269 to qb = 243 with coefficient-message scaling factor
∆b = 230, hence qb/∆b = 213. After ModUp, CoeffsToSlots uses 34-bit diagonals,
and EvalMod uses a degree-30 cosine approximation on the interval of radius 16,
three double-angle steps following Han and Ki [HK20], scaling factor 228 and
26-bit constants. The guard reset is folded into these constants, and the last
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squaring is left unrescaled, so the final division removes 30 + 28 − 20 = 38
bits. Including six extra bits in the CoeffsToSlots scaling factor, bootstrapping
consumes (34 + 6) + 196 + 38 = 274 bits after ModUp, giving log2 qboot =
343 + 20L.

After ModUp: log2 qboot = 763
Consumption order

Auxiliary

67

log2 p

CoeffsToSlots

34 + 6

EvalMod

196

Final rescale

38

21 levels

21× 20

SlotsToCoeffs

26

log2 qb

43

Bootstrapping: 274 bits Levels: 420 bitsNext bootstrapping: 69 bits

Fig. 3. Modulus allocation for L = 21, in bits, with the auxiliary keyswitching mod-
ulus on the left and ciphertext blocks consumed from left to right after ModUp. The
CoeffsToSlots budget includes six extra bits in its scaling factor, and the final 69 bits
support the next SlotsToCoeffs and ModUp. For other depths, replace 420 by 20L and
select p as below. Block widths are schematic.

Evaluation keys cover eight additional working bits, rounded up to 52-bit
limbs, giving log2 qkey = 52⌈(log2 qboot + 8)/52⌉ before the auxiliary modulus.
We use log2 p = 53 for L ≤ 8 and 67 for L ≥ 16, with one- and two-limb digits,
respectively. At L = 21, this gives log2(qkeyp) = 780+67 = 847 < 851, while the
key under the ephemeral secret uses 52 + 67 = 119 < 162 bits.

7.2 Bootstrapping Latency and Available Depth

Tables 3 and 4 compare our bootstrapping with the fastest measured sparse
CKKS configuration meeting the security caps and retaining at least 19 bits of
minimum precision after L products by fresh operands.

The smaller modulus per level lets our scheme retain N = 215 when sparse
CKKS needs N = 216, reducing both latency and memory, with the speedups
summarized in Table 5. The baseline is faster at k = 1024 with one or two
levels because it factors its transforms, while our fiber-aware transforms still
use k diagonals by Lemmas 5 and 7. Profiling bootstrapping on one thread at
k = 1024 attributes 38 percent of samples to products of baby rotations by
diagonals. In an additional 200 bootstrapping runs over five key sets at k = 16
and L = 16, minimum precision after bootstrapping was 21.87 bits, with guards
at most 2−1.79 after bootstrapping and 2−1.44 over the subsequent squarings.

7.3 Leveled Precision and Stability

Figure 4 measures 16 products by fresh operands without bootstrapping, using
N = 215, k = R = 16, U32,40, five seeds and both input families. With scaling
factor 220, our scheme retains 44.7 bits of minimum precision against 5.1 bits for
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Table 3. Bootstrapping measurements for 16 and 64 values, with 20-bit levels for our
scheme and 36-bit levels for sparse CKKS. Precision is measured after L products by
fresh operands. The maximum evaluation-key modulus is given in bits, and memory is
peak resident GiB of the single-thread process.

Parameters Precision (bits) Time (s) Memory

L Scheme log2 N
Max. modulus
log2(qkeyp) Min. Avg. 1 thread 18 cores (GiB)

k = 16 values

1 Ours 15 469 22.8 24.8 0.548 0.171 3.2

Sparse 15 706 21.2 23.8 0.840 0.206 5.9

16 Ours 15 743 23.0 24.8 1.044 0.273 4.6

Sparse 16 1300 19.7 23.3 3.754 0.653 20.1

21 Ours 15 847 22.8 24.9 1.201 0.284 5.8

Sparse 16 1628 19.7 23.2 4.438 0.760 16.4

k = 64 values

16 Ours 15 743 22.8 24.8 1.232 0.273 5.7

Sparse 16 1300 19.2 21.8 4.388 0.770 30.7

Table 4. Bootstrapping measurements for larger batches and the full-packing preset,
with columns and units as in Table 3. The preset uses 35-bit levels and reports poulpy’s
own precision and timings under its own protocol, secret and security parameters.

Parameters Precision (bits) Time (s) Memory

L Scheme log2 N
Max. modulus
log2(qkeyp) Min. Avg. 1 thread 18 cores (GiB)

k = 256 values

16 Ours 15 743 22.2 24.6 1.651 0.336 8.3

Sparse 16 1628 20.0 23.5 5.233 0.852 30.4

k = 1024 values

1 Ours 15 469 21.6 24.1 1.768 0.405 11.0

Sparse 15 833 20.8 23.2 1.576 0.322 12.9

16 Ours 15 743 21.5 24.1 2.788 0.546 15.1

Sparse 16 1628 19.9 23.5 5.865 0.940 40.7

Poulpy n16 d35 k720 p19 s2c, k = 32768

16 CKKS 16 1606 18.9 – 5.490 0.780 –

CKKS. The precision plateau on the left comes from double-precision decoding,
while double-double decoding resolves the smaller per-level errors on the right.

For the model in Table 6, ˆ︁Eguard is the largest injected guard error measured

at b∆ = 28, and ˆ︁Edata is the injected data error at the measured edge, both
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Table 5. Bootstrapping speedups over the full grid, expressed as baseline time divided
by our time. The two baseline points at L = 21, k ∈ {256, 1024} are excluded because
memory compression distorts their timings.

Comparison 1 thread 18 cores

Both N = 215, k ≤ 256 1.21–1.61 1.05–1.40

Both N = 215, k = 1024 0.89–0.92 0.80

Baseline N = 216, ours N = 215 1.94–3.79 1.51–2.82

16 20 24 28 32 36 40
0

10

20

30

40

50

s = log2 ∆

P
re
ci
si
o
n
(b
it
s)

After 16 products

Ours

CKKS

16 20 24 28 32 36 40
0

10

20

30

40

50

60

70

s = log2 ∆

−
lo
g
2
δ

Error added per product
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Fig. 4.Minimum data precision after 16 products (left) and− log2 δ for the largest error
added by one product (right), over all levels, seeds and input families. Writing b∆ =
log2 ∆, the model is δ = 213.3−b∆(2−λ+mS) with shaping depth λ = min(b∆+24, 48),
as in Lemma 10.

in phase units. These measured totals include rounding errors, so substitutingˆ︁Eguard for ME and ˆ︁Edata for Ekey gives an empirical prediction, not an isolated
measurement of the evaluation-key noise contribution. The measured edges never
exceed this empirical prediction and lie 0.5 to 1.3 bits below it. One bit below
each measured edge, the largest guard exceeds one within 16 squarings for all
ten unit and ring-dimension configurations.

Activations. We compose four evaluations of a degree-seven interpolant of
tanh(2x)/ tanh(2) at Chebyshev nodes, whose slope at zero is about 2.06. We
use real data in [−1, 1], scaling factor 220, k = 16 and five seeds. Without help,
the largest guard grows from 2−2.5 after the first activation to 23.3 after the
fourth. Its slope exceeds one, so the absolute-coefficient condition of Section 4.2
gives no invariant-disk guarantee. Realification reduces the final magnitude to
21.3, while a reset before each activation keeps it at most 2−0.9 for 80 additional
modulus bits over the four activations. A product by a fresh operand after each
activation also keeps it at most 2−0.9. With scaling factor 224, realified guards
still grow by about one bit per activation, from 2−5.8 to 2−2.9, since zero is a
repelling fixed point of the activation. The data keep more than 41.9 bits of
minimum precision in every variant.
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Table 6. Measured stability edges over 16 squarings, with k = 16, five seeds and
both input families. The edge is the smallest tested integer b∆ = log2 ∆ for which all
guards stay below one with that scaling factor and every larger tested one. The tested
exponents range from 8 to 28. The empirical model evaluates log2(4(

ˆ︁Eguard + ˆ︁Edata))
using the measured one-step errors defined below.

log2 N Unit − log2 mS log2 M Model Measured

15 U16,20 19.3 3.40 19.22 18
15 U16,40 39.3 7.04 22.78 22
15 U16,60 62.0 9.90 25.23 24

15 U32,20 21.8 4.26 20.02 19
15 U32,40 39.7 4.70 20.06 19
15 U32,60 67.1 5.69 21.29 20

15 U64,20 24.0 3.85 19.30 18
15 U64,40 40.7 4.09 19.65 19
15 U64,60 60.5 5.05 20.50 20

16 U32,40 39.7 4.70 20.88 20

7.4 Comparison with PaCo

We benchmark poulpy’s encapsulated PaCo [CS25] under the same protocol,
tuning its scaling factors and transform schedules to retain at least 19 bits of
minimum precision. The application secret has weight 1024 and its keys satisfy
the same modulus caps, but PaCo’s structured binary secret of weight hP = 64
requires a separate security assumption, outside those tables.

Table 7. PaCo comparison, with each paired entry giving PaCo / ours. Precision is
the minimum after L products by fresh operands, and t1, t18 are bootstrapping times
in seconds. The ring dimension and maximum evaluation-key modulus (in bits) refer
to PaCo, while our scheme uses N = 215 throughout. PaCo branches run sequentially,
with parallelism inside each branch on 18 cores.

k L log2 N
Max. modulus
log2(qkeyp) Precision t1 t18

16 1 15 691 20.1 / 22.8 0.723 / 0.548 0.168 / 0.171
16 4 15 795 20.2 / 22.8 0.916 / 0.632 0.205 / 0.191
16 16 16 1316 19.9 / 23.0 3.718 / 1.044 0.685 / 0.273

64 1 15 691 19.4 / 22.8 1.198 / 0.662 0.277 / 0.183
64 4 15 795 19.5 / 22.8 1.547 / 0.747 0.361 / 0.211

256 1 15 743 22.4 / 22.3 4.881 / 1.015 1.147 / 0.246
1024 1 15 743 21.4 / 21.6 19.504 / 1.768 4.711 / 0.405
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PaCo matches our all-core latency for 16 values at shallow depth, but its 38-
to 42-bit levels leave room for only four to six levels at N = 215, against 21
for our scheme. Each branch recovers at most N/(4hP) real coefficients, so at
N = 215 and hP = 64, batches of 256 and 1024 complex values require four and
sixteen branches, respectively. Running the branches concurrently could lower
the all-core latency at 256 and 1024 values, which we did not measure.
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TBC+25. Daphné Trama, Aymen Boudguiga, Pierre-Emmanuel Clet, Renaud Sirdey,
and Nicolas Ye. Designing a general-purpose 8-bit (T)FHE processor ab-
straction. IACR Transactions on Cryptographic Hardware and Embedded
Systems, 2025(2):535–578, 2025.

Zhe26. Xiaopeng Zheng. Faster CoeffToSlot and SlotToCoeff for sparsely packed
ciphertexts with application to CKKS bootstrapping. Cryptology ePrint
Archive, Paper 2026/1023, 2026. ASIACRYPT 2026.

A Conversions to and from CKKS

Both schemes use the phase [c0 + c1s]q and share the secret and evaluation keys,
so conversion only changes the layout and scaling factor. Shaped keys remain
valid CKKS keys, with their errors bounded on every slot used by the compu-
tation. We use the replicated layout with d = N/(2kR) and the CKKS layout
with intended values zt mod k, allowing different errors among replicas. Write ∆c,
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∆ and ∆d for the CKKS, leveled and diagonal scaling factors, respectively. All
division factors must divide the corresponding moduli, and temporary cipher-
text and evaluation-key moduli must meet the security limits. Both conversions
consume log2 ∆d bits of headroom, defined as log2(q/∆).

A.1 From CKKS to the Replicated Layout

Let A write zι(t) on S and zero on the guards. Its k diagonals from Lemma 7 have
entries zero or one and are encoded with shaping at scaling factor ∆d. Let U and
U ′ bound their shaped remainders before multiplication by g and their unshaped
remainders, respectively, in canonical norm. For a pre-rotated diagonal followed
by giant rotation j, use τ5−j (g) when encoding, since τ5j (τ5−j (g)ρ) = gτ5j (ρ).

Starting from modulus q and scaling factor ∆c, choose an integer w ≥ 0 and
apply the following operations.

1. Extend the modulus and scaling factor by 2w.

2. Evaluate A with ordinary internal keyswitching, then rescale by ∆d with
ordinary rounding.

3. Apply shaped rescaling by r = 2w∆c/∆, omitting this operation when r = 1.

Proposition 6 (Conversion from CKKS). Suppose |xt − zt mod k| ≤ ε on
every input slot and ∥z∥∞ ≤ D. Let Eint bound internal rounding and evaluation-
key noise propagated through the encoded diagonals and ordinary rescale to the
phase before the final division, excluding diagonal quantization acting on the
input. Let Ernd bound the final shaped remainder, with Ernd = 0 when r = 1,
and put θ = Eint/(2

w∆c)+kU ′(D+ε)/∆d. If no phase wraps around, the output
has modulus q∆/(∆d∆c), scaling factor ∆, and satisfies

|x′t − zι(t)| ≤ ε+ θ +mS

(︃
kU(D + ε)

∆d
+

Ernd

∆

)︃
(t ∈ S),

|x′t| ≤ θ +M

(︃
kU(D + ε)

∆d
+

Ernd

∆

)︃
(t /∈ S).

Proof. The exact map reads one input value at each data output and writes
zero on the guards. Each diagonal remainder multiplies a value of magnitude
at most D + ε, giving the quantization terms after summing over k diagonals.
The internal errors contribute Eint/(2

w∆c), and the final division adds at most
|σt(g)|Ernd/∆. The modulus becomes 2wq/(∆dr), giving the stated modulus and
headroom cost. ⊓⊔

The extra working bits suppress internal arithmetic errors without consuming
headroom, while diagonal quantization requires sufficient encoding precision.
The output guards must satisfy the initial condition of the subsequent circuit.
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A.2 From the Replicated Layout to CKKS

Assume R | k, padding smaller batches as in Section 5, and put h = dR =
N/(2k). The gather diagonals of Lemma 5 with A = I have nonzero entries R
and read only data slots. The normalized full trace onto Kh then returns the
period-k layout, averaging the d copies of each value without a separate bottom
trace.

Lemma 11 (Trace at a lifted modulus). Let a ciphertext have phase µ mod-
ulo q and scaling factor ∆0, with h | N/2. Reinterpret its components modulo hq
and evaluate TrK/Kh

at that modulus. The output phase is
[︁
TrK/Kh

(µ) + etr
]︁
hq
,

where etr collects the propagated keyswitching errors. If this phase does not wrap
around, scaling factor h∆0 gives the normalized trace plus its error, with un-
changed headroom.

Proof. Write c0 + c1s = µ + qI with I ∈ R. Since TrK/Kh
(I) ∈ hR, the lifted

multiple vanishes modulo hq after the full trace. The modulus and scaling factor
both increase by h. ⊓⊔

Choose an integer w ≥ 0 with ∆c = 2wh∆, and encode the gather diago-
nals with ordinary rounding at scaling factor ∆d, with remainder bound U in
canonical norm.

1. Extend the modulus and scaling factor by 2w.
2. Evaluate the gather with ordinary keyswitching, then rescale by ∆d with

ordinary rounding, giving modulus 2wq/∆d and scaling factor 2w∆.
3. Lift the modulus by h and evaluate the full trace with ordinary keyswitching,

interpreting the output at scaling factor ∆c.

Proposition 7 (Conversion to CKKS). Suppose the input data error is
at most ε, ∥z∥∞ ≤ D, and the guard magnitudes are at most G. Put B =
max(D + ε,G), and let Eint bound rounding and evaluation-key noise propa-
gated through the encoded diagonals, rescaling and unnormalized trace to the final
phase, excluding diagonal quantization acting on the input. If the gather stages
and final traced phase do not wrap around, the output has modulus 2whq/∆d,
scaling factor ∆c, and satisfies

|x′t − zt mod k| ≤ ε+
kUB

∆d
+

Eint

∆c
(t ∈ ZN/2).

Proof. For output class c modulo k, the gather selects one position in each
fiber with weight R, reading all d copies of value zc across the repetitions. The
full trace divides their sum by h = dR, so the exact output is their average,
with error at most ε. Each diagonal remainder contributes at most UB/∆d,
and averaging does not increase this bound. The remaining error is bounded by
Eint/∆c. Extension and the lifted trace multiply both modulus and scaling factor
by 2w and h, respectively, while rescaling consumes log2 ∆d bits of headroom.

⊓⊔
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Quantized diagonals can read guards, which accounts for G in the bound,
and their exact weights R must be included in the intermediate no-wrap bounds.
The error Eint includes amplification by the unnormalized trace, whose partial
sums may still contain lifted multiples of the modulus. Each conversion uses one
transform with at most k diagonals, and the return conversion adds log2 h trace
rotations by k, 2k, . . . , (h/2)k.

B IND-CPAD Security

Releasing approximate decryptions can expose secret-dependent errors and en-
able key recovery despite IND-CPA security [LM21]. The usual countermeasure
adds flooding noise calibrated to a public bound on the output error, the number
of releases and the security target [LMSS22]. Our decryptor releases only the k
data values, after selecting or averaging their replicas, and never releases the
phase polynomial or guard values.

A leveled operation adds data error at most ((mS +2−λ)E+Ekey)/∆, where
λ is the shaping depth and 2−λ = 0 for fully shaped rounding. When the propa-
gated shaped contribution dominates the output error, the flooding magnitude
can be reduced by the same factor mS at fixed release dimension and security
target, about 2−39.7 for U32,40. Unshaped input errors, finite-depth remainders
and evaluation-key noise must still be included in the bound.

After bootstrapping, this bound must also cover the unshaped errors of the
coefficient-domain stages and transforms, and the EvalMod approximation error,
which can depend on the secret through ModUp. The measured precision of
about 22 bits is before flooding, and these errors do not benefit from the factor
mS . Guard escape and bootstrapping failures must also fit the security budget,
since they can invalidate the output error bound even when guards are not
released. The heuristic estimates of Section 4.3 do not by themselves establish
IND-CPAD security, which requires a calibrated release mechanism and error
and failure bounds for the supported computations.

C Supplementary Guard Analysis

C.1 Realified Polynomial Evaluations

Realification places the guards near a real interval, with the width of the neigh-
borhood determined by its keyswitching error.

Lemma 12 (Realified polynomial guards). Let P have real coefficients, I =
[−A,A] with A > 0, let εR bound the error added by realification, and let δP be
as in Section 4.2. If

sup
z∈I+B(εR)

|P (z)|+ δP ≤ A,

then, starting from B(A), alternating realification with the evaluation of P keeps
the guards in B(A) after each evaluation and in I+B(εR) after each realification.
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Moreover,

sup
z∈I+B(εR)

|P (z)| ≤ ϱdegP max
x∈I

|P (x)|, ϱ = 1 +
εR
A

+

√︃
2εR
A

+
ε2R
A2

.

Proof. Realification maps B(A) into I+B(εR), and polynomial evaluation maps
this set into P (I + B(εR)) + B(δP ) ⊆ B(A). The ellipse with foci ±A and
semimajor axis A+εR contains I+B(εR), and its parameter is ϱ, so the Bernstein
bound for a polynomial of degree degP on this ellipse gives the estimate. ⊓⊔

C.2 Guard-Escape Estimate

We estimate guard escape with the recurrence vj+1 = v2j + ηj+1 under the
Gaussian model of Section 4.3. A sequence of errors on slot t has Gaussian weight
proportional to exp(−

∑︁
j |ηj |2/γt(s)2). The radius 1.2 lies beyond the repelling

fixed point near one, from which squaring makes the guard grow without further
help from the errors. Numerically minimizing

∑︁
j |ηj |2 over paths reaching this

radius gives costs J(b0) of approximately 0.66, 0.62 and 0.52 from initial radii
b0 = 0, 0.2 and 0.37, respectively. These costs give an exponential estimate of
the escape probability, not a rigorous tail bound.

The secret must be averaged over its sampling distribution because it deter-
mines the noise variance on each slot. For a horizon of L levels, summing the
slotwise estimates over guard slots and starting levels gives

ˆ︁Pesc = L
∑︂
t/∈S

Es←χsk

[︃
exp

(︃
− J(b0)

γt(s)2

)︃]︃
,

which does not require independence between slots. For Table 2, we model
|σt(s)|2 as exponential with mean hwt = 1024, with N = 215, L = 21 and the
unit U32,40. The average is sensitive to rare secrets with a large slot value where
the shaping polynomial is also large, so an estimate for one typical secret can
substantially understate it. The estimates rely on uniform independent remain-
ders, Gaussian approximations for the remainders and the secret evaluations,
and the escape-path approximation.
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