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Challenge setting [AAAB+25]:
FHE scheme: BFV
Ring dimension: N = 32768 (215)
Plaintext modulus: t = 65537 (plaintext space P = Ft with t a prime)
Number of slots/LUT input size: n = 2048 (211, can be extended to larger sizes ≤ N )

Goal: Given a vector (y0, . . . , yn−1) ∈ Fn
t , retrieve the x-th element for x ∈ J0, n− 1K

This is equivalent to computing f(x) for f :

{
J0, n− 1K→ Ft

x 7→ yx

Allowed operations: additions and multiplications on Ft, vector rotations
→ Inspired by Iliashenko et al. [IZ21]
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The index is given as a vector (x, 0, . . . , 0) ∈ Fn
t

We first want to obtain the vector (x, . . . , x) ∈ Fn
t

We can compute it only with vector rotations and additions as

(x, . . . , x) = (x, 0, . . . , 0) + (0, x, 0, . . . , 0) + · · ·+ (0, . . . , 0, x).

This can be efficiently computed with O(log2(n)) operations with the fast rotation algorithm

Algorithm Fast Rotation and Add

procedure FastRotAdd(ct)
1: for i ∈ J0, log2(n)− 1K do
2: ct← Add(ct,Rotate(ct,−2i))

return ct
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We subtract (0, 1, 2, . . . , n− 1) ∈ Fn
t to the previously broadcasted index:

(x, . . . , x)− (0, 1, 2, . . . , n− 1) = (x, x− 1, x− 2, . . . , x− (n− 2), x− (n− 1))

This new vector contains exactly one zero at the x-th position

Theorem

For a prime t, and any integer a not divisible by t, we have:

at−1 = 1 mod p

Noticing that t− 1 = 216, we can use fast exponentiation with 16 repetitive squaring
This result in the vector (1, . . . , 1, 0︸︷︷︸

x-th element

, 1, . . . , 1)
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By subtracting to (1, . . . , 1), we obtain the one-hot encoding (0, . . . , 0, 1︸︷︷︸
x-th element

, 0, . . . , 0)

Then, we multiply it by the LUT (y0, . . . , yn−1) to obtain (0, . . . , 0, yx, 0 . . . 0)

We can then reuse the FastRotAdd algorithm (with reversed rotation indices) to bring back
yx to the first slot

Algorithm Fast Rotation and Add

procedure FastRotAdd(ct)
1: for i ∈ J0, log2(n)− 1K do
2: ct← Add(ct,Rotate(ct, 2i))

return ct
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Here are several optimizations that we use to achieve the best performance:

Use the right compilation flags (NATIVEOPT...)
Use the optimized EvalSquare API of OpenFHE
Reduce new ciphertext declaration
Limit the number of rotation keys: instead of generating the
keys for indexes
(1, 2, 4, . . . , 2log2(n)−1,−1,−2,−4, . . . ,−2log2(n)−1), we
generate the keys for (1, 2, 4, . . . , 2log2(n)−1,−(n− 1))
Doing so, we need only an additional rotation, but halve the
number of keys
Asynchronous key deserialization:
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Multiplicative size depends on LUT output size, that is the plaintext modulus t
We perform O(log2(n)) operations with n the size of the LUT/batch size
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Figure: Performance of the proposed algorithm on a commodity laptop on OpenFHE v1.4.0
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