list
_

Short Talk: Best Solution for FHERMA Lookup
Table Challenge

Jules Dumezy

Workshop on Encrypted Computing & Applied Homomorphic
Cryptography

13 Octobre 2025

CARNOT -
o | universite




Table of contents

1. Introduction

2. Plaintext solution

3. Optimized implementation

4. Outlook: Towards Larger and Faster LUTs with CKKS

5. Conclusion

@ Jules Dumezy WAHC 13/10/2025 2/16



Table of contents

1. Introduction

Jules Dumezy WAHC 13/10/2025 3/16



The FHERMA Lookup Table Challenge

Jules Dumezy WAHC 13/10/2025 4/16



The FHERMA Lookup Table Challenge

Challenge setting [AAAB™25]:

g Jules Dumezy

WAHC

13/10/2025

4/16



The FHERMA Lookup Table Challenge

Challenge setting [AAAB™25]:
m FHE scheme: BFV

g Jules Dumezy

WAHC

13/10/2025

4/16



The FHERMA Lookup Table Challenge

Challenge setting [AAAB™25]:
m FHE scheme: BFV
® Ring dimension: N = 32768 (2'°)

@ Jules Dumezy WAHC 13/10/2025 4/16



The FHERMA Lookup Table Challenge

Challenge setting [AAAB™25]:
m FHE scheme: BFV
® Ring dimension: N = 32768 (2'°)
m Plaintext modulus: ¢ = 65537 (plaintext space P = IF, with ¢ a prime)

@ Jules Dumezy WAHC 13/10/2025 4/16



The FHERMA Lookup Table Challenge

Challenge setting [AAAB™25]:
m FHE scheme: BFV
® Ring dimension: N = 32768 (2'°)
m Plaintext modulus: ¢ = 65537 (plaintext space P = IF, with ¢ a prime)
m Number of slots/LUT input size: n = 2048 (2!1, can be extended to larger sizes < N)

@ Jules Dumezy WAHC 13/10/2025 4/16



The FHERMA Lookup Table Challenge

Challenge setting [AAAB"25]:
m FHE scheme: BFV
® Ring dimension: N = 32768 (2'°)
m Plaintext modulus: ¢ = 65537 (plaintext space P = IF, with ¢ a prime)
m Number of slots/LUT input size: n = 2048 (2!1, can be extended to larger sizes < N)

Goal: Given a vector (yo,...,yn—1) € FY, retrieve the z-th element for z € [0,n — 1]

@ Jules Dumezy WAHC 13/10/2025 4/16



The FHERMA Lookup Table Challenge

Challenge setting [AAAB"25]:
m FHE scheme: BFV
® Ring dimension: N = 32768 (2'°)
m Plaintext modulus: ¢ = 65537 (plaintext space P = IF, with ¢ a prime)
m Number of slots/LUT input size: n = 2048 (2!1, can be extended to larger sizes < N)

Goal: Given a vector (yo,...,yn—1) € F7, retrieve the z-th element for z € [0,n — 1]
This is equivalent to computing f(z) for f : { Eogy_ ]=F

@ Jules Dumezy WAHC 13/10/2025 4/16



The FHERMA Lookup Table Challenge

Challenge setting [AAAB"25]:
m FHE scheme: BFV
® Ring dimension: N = 32768 (2'°)
m Plaintext modulus: ¢ = 65537 (plaintext space P = IF, with ¢ a prime)
m Number of slots/LUT input size: n = 2048 (2!1, can be extended to larger sizes < N)

Goal: Given a vector (yo,...,yn—1) € F7, retrieve the z-th element for z € [0,n — 1]
This is equivalent to computing f(z) for f : { Eogy_ ]=F

Allowed operations: additions and multiplications on F,, vector rotations

@ Jules Dumezy WAHC 13/10/2025 4/16



The FHERMA Lookup Table Challenge

Challenge setting [AAAB"25]:
m FHE scheme: BFV
® Ring dimension: N = 32768 (2'°)
m Plaintext modulus: ¢ = 65537 (plaintext space P = IF, with ¢ a prime)
m Number of slots/LUT input size: n = 2048 (2!1, can be extended to larger sizes < N)

Goal: Given a vector (yo,...,yn—1) € F7, retrieve the z-th element for z € [0,n — 1]
This is equivalent to computing f(z) for f : { Eogy_ ]=F

Allowed operations: additions and multiplications on F,, vector rotations
— Inspired by lliashenko et al. [1Z21]
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Broadcasting the index

The index is given as a vector (z,0,...,0) € Fy
We first want to obtain the vector (z,...,z) € F}
We can compute it only with vector rotations and additions as

c,x) = (z,0,...,0)+ (0,2,0,...,0)+---+(0,...,0,z).

This can be efficiently computed with O(log,(n)) operations with the fast rotation algorithm

Algorithm Fast Rotation and Add

procedure FastRotAdd(ct)

1: for i € [0,log,(n) — 1] do
2: ¢t + Add(ct, Rotate(ct, —2%))
return ct
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Creating a one-hot indicator with Fermat’s little theorem "~ KE‘:‘

We subtract (0,1,2,...,n — 1) € F} to the previously broadcasted index:
(,...,2)—(0,1,2,....n—1)=(z,za — L,z —2,...,2 — (n—2),x — (n — 1))

This new vector contains exactly one zero at the z-th position

Theorem
For a prime t, and any integer a not divisible by t, we have:

at™'=1 modp

Noticing that t — 1 = 216, we can use fast exponentiation with 16 repetitive squaring
This result in the vector (1,...,1, 0 ,1,...,1)

z-th element
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Extraction and final summation

By subtracting to (1, ..., 1), we obtain the one-hot encoding (0, ..., 0, 1 ,0,...,0)

z-th element

Then, we multiply it by the LUT (yo, . ..,y,—1) to obtain (0,...,0,y,,0...0)

We can then reuse the FastRotAdd algorithm (with reversed rotation indices) to bring back
¥z 10 the first slot

Algorithm Fast Rotation and Add —

procedure FastRotAdd(ct)
1: for i € [0,log,(n) — 1] do
2: ¢t + Add(ct, Rotate(ct, 2%))
return ct
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Implementation optimizations

Here are several optimizations that we use to achieve the best performance:

m Use the right compilation flags (NATIVEOPT...) [cc]

m Use the optimized EvalSquare API of OpenFHE

m Reduce new ciphertext declaration EE

m Limit the number of rotation keys: instead of generating the IEZI
keys for indexes _
(1,2,4,...,200800-1 _1 9 4 .  _9ls()-1) we [idx |
generate the keys for (1,2,4,...,2°8:00)-1 _(n — 1)) [ek ]
Doing so, we need only an additional rotation, but halve the
number of keys [lut

m Asynchronous key deserialization:
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Performance

Multiplicative size depends on LUT output size, that is the plaintext modulus ¢
We perform O(log,(n)) operations with n the size of the LUT/batch size

Latency (s)
= =

o

2 4 6 8 10 12 14
LUT input size in bits

Figure: Performance of the proposed algorithm on a commaodity laptop on OpenFHE v1.4.0
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CKKS functional bootstrapping for LUT evaluation

m Efficient LUT evaluation with FBT

[AKP24, BKSS24] [ log, p [[ Latency (s) [ Amz. time (ms) |

m Higher latency, but (much) better throughput, 1(2) ggig 8;8
anFi compat/p/e with BFV 11 9804 151
m Joint work with the team of 16 112.17 171
OpenFHE: [DAP+25] accepted at CHES '26 20 10148 774

m Large LUTs evaluation: higher latency
compared to BFV, but 3 orders of magnitude
faster in throughput
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Conclusion

m Low latency (encrypted) LUT evaluation with BFV

m Between 2-bit and 15-bit LUTs, could be further
extended

m One of many components of the FHERMA
cookbook (scan QR code for more details)

m Building blocks for easily creating FHE
applications
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